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Abstract

This paper presents a new concept in cryptography called the sibling intractable function
family �SIFF� which has the property that given a set of initial strings colliding with one
another� it is computationally infeasible to �nd another string that would collide with the
initial strings� The various concepts behind SIFF are presented together with a construction
of SIFF from any one�way function� Applications of SIFF to many practical problems are
also discussed� These include the hierarchical access control problem which is a long�standing
open problem induced by a paper of Akl and Taylor about ten years ago� the shared mail
box problem� access control in distributed systems and the multiple message authentication
problem�

� Introduction

This paper presents a new concept in cryptography called the sibling intractable function family
�SIFF�� SIFF is a generalization of the concept of the universal one�way hash function family
introduced in 	
��� and it has the property that given a set of initial strings colliding with one
another� it is computationally infeasible to 
nd another string that would collide with the initial
strings� We also present a simple method for transforming any universal one�way hash function
family into a SIFF� As Rompel has proved that universal one�way hash function family can be
constructed from any one�way function� we obtain the theoretically optimal result that SIFF
also can be constructed from any one�way function�

SIFF has many nice features� and can be applied to a number of cryptographic problems�
We will describe in detail a solution to the hierarchical access control problem� which includes a
way to generate and update keys for a hierarchical organization� In a hierarchical organization
it is assumed that authority is distributed in a hierarchical manner� where higher level members
of the organization have access to resources and data classi
ed at a lower level� In this way we
solve� under the weakest assumption of the existence of any one�way function� a long�standing
open problem induced by a paper of Akl and Taylor about ten years ago 	
�� Applications of
SIFF to other three problems� namely the shared mail box problem� access control in distributed
systems and the multiple message authentication problem� will also be discussed�

The rest of the paper is organized as follows� In Section �� we give basic de
nitions for
one�way functions� pseudo�random function families and universal hash function families� In
the same section we also introduce the new notion of SIFF� In Section �� we show a method for
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transforming any universal one�way hash function family into a SIFF� As a corollary� we obtain
the theoretically optimal result that SIFF can be constructed from any one�way function� In
Section �� we give a formal de
nition for the security of a key generation scheme for hierarchical
organizations� and present a solution to the hierarchical access control problem by the use of
SIFF and pseudo�random function families� We describe in detail the following three aspects of
the solution� key generation� key updating and proof of security� In Section �� we suggest three
other applications of SIFF to show its usefulness� The 
rst application is to the shared mail box
problem� the second to the access control in distributed systems and the third to the multiple
message authentication problem� Section � closes the paper with a summary of the results and
a suggestion for further research�

� Basic De�nitions

In this section we introduce the de
nitions for one�way functions� pseudo�random function fam�
ilies� universal hash function families and sibling intractable function families�

��� Pseudo�random Function Families

Denote by N the set of all positive integers� n the security parameter� � the alphabet f�� 
g
and �S the number of elements in a set S� By x�RS we mean that x is chosen randomly and
uniformly from the set S� The composition of two functions f and g is de
ned as f � g�x� �
f�g�x��� Throughout the paper � and m will be used to denote polynomials from N to N � First
we give our formal de
nition of one�way functions�

De�nition � Let f � D � R be a polynomial time computable function� where D �
S
n �

��n�

and R �
S
n�

m�n�� f is a one�way function if for each probabilistic polynomial time algorithm
M � for each polynomial Q and for all su�ciently large n� Prffn�x� � fn�M�fn�x���g � 
�Q�n��
where x�RDn and fn denotes the restriction of f on ���n��

Let F � fFnjn � Ng be an in
nite family of functions� where Fn � ff jf � ���n� � �m�n�g�
Call F a function family mapping ��n��bit input tom�n��bit output strings� F is polynomial time
computable if there is a polynomial time algorithm �in n� computing all f � F � and samplable
if there is a probabilistic polynomial time algorithm that on input n � N outputs uniformly at
random a description of f � Fn� In addition� we call F a one�way family of functions if the
function g de
ned by gn�RFn is a one�way function�

Now we introduce the de
nition of pseudo�random function families 	�� which will be ap�
plied in Section ���� Intuitively� F � fFnjn � Ng is a pseudo�random function family if to a
probabilistic polynomial time Turing machine �algorithm�� the output of a function f chosen
randomly and uniformly from Fn� whose description is unknown to the Turing machine� appears
to be totally uncorrelated to the input of f � even if the algorithm can choose input for f � The
formal de
nition is described in terms of �uniform� statistical tests for functions� A �uniform�
statistical test for functions is a probabilistic polynomial time Turing machine T that� given n
as input and access to an oracle Of for a function f � ���n� � �m�n�� outputs a bit � or 
� T
can query the oracle only by writing on a special tape some x � ���n� and will read the oracle
answer f�x� on a separate answer�tape� The oracle prints its answer in one step�

De�nition � Let F � fFnjn � Ng be an in�nite family of functions� where Fn � ff jf �
���n� � �m�n�g� Assume that F is both polynomial time computable and samplable� F is a
pseudo�random function family i� for any statistical test T � for any polynomial Q� and for all
su�ciently large n�

jpfn � prnj � 
�Q�n��



where pfn denotes the probability that T outputs � on input n and access to an oracle Of for
f�RFn and prn the probability that T outputs � on input n and access to an oracle Or for a
function r chosen randomly and uniformly from the set of all functions from ���n� to �m�n��
The probabilities are computed over all the possible choices of f � r and the internal coin tosses
of T �

In 	��� it has been shown that pseudo�random function families can be constructed from
pseudo�random string generators� By the result of 	

� 
��� the existence of one�way functions
is su�cient for the construction of pseudo�random function families�

��� Universal Hash Function Families

Universal hash function families� 
rst introduced in 	�� and then developed in 	
��� play an
essential role in many recent major results in cryptography and theoretical computer science�
�See for example 	
�� 

� 
���� Let U �

S
n Un be a family of functions mapping ��n��bit input

into m�n��bit output strings� For two strings x� y � ���n� with x �� y� we say that x and y collide
with each other under u � Un or x and y are siblings under u � Un� if u�x� � u�y��

De�nition � Let U �
S
n Un be a family of functions that is polynomial time computable�

samplable and maps ��n��bit input into m�n��bit output strings� Let Dn � fx � ���n�j�u �
Un��y � �m�n�such that u�x� � yg and Rn � fy � �m�n�j�u � Un��x � ���n�such that y �
u�x�g� Let k � � be a positive integer� U is a �strongly� k�universal hash function family if for
all n� for all k �distinct� strings x�� x�� � � � � xk � Dn and all k strings y�� y�� � � � � yk � Rn� there

are �Un���Rn�
k functions in Un that map x� to y�� x� to y�� � � �� and xk to yk�

An equivalent de
nition for the �strongly� k�universal hash function family is that for all
k distinct strings x�� x�� � � � � xk � Dn� when h is chosen uniformly at random from Un� the
concatenation of the k resultant strings y� � h�x��� y� � h�x��� � � � � yk � h�xk� is distributed
randomly and uniformly over the k�fold Cartesian product Rk

n of Rn� The following collision
accessibility property is a useful one�

De�nition � Let U �
S
n Un be a family of functions that is polynomial time computable�

samplable and maps ��n��bit input into m�n��bit output strings� Let k � 
 be a positive integer�
U has the k�collision accessibility property� or simply the collision accessibility property� if for
all n and for all 
 � i � k� given any set X � fx�� x�� � � � � xig of i initial strings in ���n�� it is
possible in probabilistic polynomial time to select randomly and uniformly functions from UX

n �
where UX

n � Un is the set of all functions in Un that map x�� x�� � � �� and xi to the same strings
in �m�n��

k�universal hash function families with the collision accessibility property can be obtained
from polynomials over 
nite 
elds 	�� 
��� Denote by Pn the collection of all polynomials over
GF ����n�� with degrees less than k� i�e��

Pn � fa� � a�x� 	 	 	� ak��x
k��ja�� a�� � � � � ak�� � GF ����n��g�

For each p � Pn� let up be the function obtained from p by chopping the 
rst ��n� �m�n� bits
of the output of p whenever ��n� � m�n�� or by appending a 
xed m�n� � ��n��bit string to
the output of p whenever ��n� � m�n�� Let Un � fupjp � Png� and U �

S
n Un� Then U is

a �strongly� k�universal hash function family� which maps ��n��bit input into m�n��bit output
strings and has the collision accessibility property�



��� Sibling Intractable Function Families

Let k � k�n� be a polynomial with k � 
� Let H � fHnjn � Ng� where Hn � fhjh � ���n� �
�m�n�g� be an in
nite family of functions that is one�way� polynomial time computable and
samplable� and that has the collision accessibility property� Also let X � fx�� x�� � � � � xig be a
set of i initial strings in ���n�� where 
 � i � k� and h be a function inHn that maps x�� x�� � � � � xi
to the same string� Let F � called a sibling �nder� be a probabilistic polynomial time algorithm
that on input X and h� outputs either ��� ��I cannot 
nd�� or a string x� � ���n� such that
x� �� X and h�x�� � h�x�� � h�x�� � 	 	 	 � h�xi�� Informally�H is a k�sibling intractable function
family� or k�SIFF for short� if for any 
 � i � k� for any sibling 
nder F � the probability that F
outputs an x� is negligible� More precisely�

De�nition � Let k � k�n� be a polynomial with k � 
� Let H � fHnjn � Ng� where Hn �
fhjh � ���n� � �m�n�g� be a family of functions that is one�way� polynomial time computable
and samplable� and that has the collision accessibility property� Also let X � fx�� x�� � � � � xig be
any set of i initial strings� where 
 � i � k� H is a k�sibling intractable function family� or
simply k�SIFF� if for each 
 � i � k� for each sibling �nder F � for each polynomial Q� and for
all su�ciently large n�

PrfF �X�h� ���g � 
�Q�n��

where h is chosen randomly and uniformly from HX
n � Hn� the set of all functions in Hn that

map x�� x�� � � �� and xi to the same strings in �m�n�� and the probability PrfF �X�h� ���g is
computed over HX

n and the sample space of all �nite strings of coin 	ips that F could have
tossed�

Here are several remarks on SIFF which follow directly from the de
nition of SIFF�


� If H � fHnjn � Ng is a k�SIFF for some k � 
� then the function f de
ned by fn�RHn

is a one�way function�

�� A one�way one�to�one function is a 
�SIFF�

�� A universal one�way hash function family introduced in 	
�� is a 
�SIFF�

�� If H � fHnjn � Ng is a k�SIFF� then it is also an i�SIFF for any 
 � i � k�

In the next section we give an explicit construction of SIFF from any one�way function�

� Construction of SIFF

In 	
��� Rompel showed that universal one�way hash function families� that is� 
�SIFF� can be
constructed from any one�way function� Rompel�s result is the starting point of our construction
of k�SIFF� The following theorem shows that 
�SIFF can be transformed into �s�SIFF for any
s � O�log n�� This result is general enough owing to the fact that a k�SIFF is also an i�SIFF
for any 
 � i � k�

Theorem � Let �� m� and m be polynomials with m��n��m�n� � O�log n�� Let k � �m
��n��m�n��

Assume that H � � fH �

njn � Ng is a 
�SIFF mapping ��n��bit input to m��n��bit output strings�
and U � fUnjn � Ng a k�universal hash function family that has the collision accessibility
property and maps m��n��bit input to m�n��bit output strings� Let

Hn � fu � h�jh� � H �

n� u � Ung

and H � fHnjn � Ng� Then H is a k�SIFF mapping ��n��bit input into m�n��bit output strings�



Proof � First we observe that H has the collision accessibility property� simply because that
H � is samplable and that U has the collision accessibility property�

Now assume for contradiction that there exists a sibling 
nder F that� for in
nitely many
n� on input some X � fx�� x�� � � � � xig and h�RH

X
n where 
 � i � k� outputs with probability

at least 
�Q�n� a string x� � ���n� such that x� �� X collides with all strings in X� where Q
is a polynomial and HX

n is the set of all functions in Hn that map x�� x�� � � �� and xi to the
same strings in �m�n�� We show a contradiction to the assumption that H � is a 
�SIFF� More
speci
cally� we construct a probabilistic polynomial time algorithm M that uses F as an oracle
and 
nds� with probability 
���kQ�n��� either a string colliding with xj for some 
 � j � i�
or �when i � k� the inverse of some of the k � i strings yi��� yi��� � � � � yk� where h

��RH
�

n and
each yj� i � 
 � j � k� is generated by 
rst picking randomly an element from ���n� and then
evaluating the function h� at the random point�

Given F � X� fyi��� yi��� � � � � ykg and h
�� M runs according to the following steps�


� Choose z�R�m�n��

�� Choose randomly u � Un such that u�y�� � u�y�� � 	 	 	 � u�yi� � u�yi��� � 	 	 	 � u�yk� �
z� where yj � h��xj� for all 
 � j � i�

�� Call F with X and h � u � h� as input� Let the output of F be x��

Note that for h��RH �

n� the probability that yj� � yj� for some 
 � j� �� j� � k is negligible�
Otherwise H � � fH �

njn � Ng would not be a 
�SIFF� In the following discussion� we will assume
that y�� y�� � � � � yk are all distinct�

The function h � u � h� is clearly a random element of HX
n � fyi��� yi��� � � � � ykg� as U is a

k�universal hash function family with the collision accessibility property� and h�� z and u are all
chosen randomly� Denote by S� the set of all the siblings of x�� x�� � � � � xi and by S� the set of
the inverses of yi��� yi��� � � � � yk� both with respect to h�� Note that S� and S� are disjoint sets
when y�� y�� � � � � yk are all distinct� and that x� ��� i� x� � S� or x

� � S�� Therefore� we have

Prfx� ���g � Prfx� � S�g� Prfx� � S�g�

By assumption we have
Prfx� ���g � 
�Q�n��

This implies that either
Prfx� � S�g � 
��Q�n�

or �when i � k�
Prfx� � S�g � 
��Q�n��

Prfx� � S�g � 
��Q�n� implies that x� collides� with probability at least 
���iQ�n�� �

���kQ�n��� with xj for some 
 � j � i under the randomly chosen function h�� This contradicts
our assumption that H � is a 
�SIFF� On the other hand� when i � k� Prfx� � Wg � 
��Q�n�
implies that with probability at least 
����k � i�Q�n�� � 
���kQ�n��� x� is the inverse of yj
for some i � 
 � j � k with respect to h��RH �

n� which contradicts the fact that if H � is a

�SIFF then the function de
ned by choosing h��RH �

n is a one�way function� In summary�
Prfx� ���g � 
�Q�n� is a contradiction to the assumption that H � is a 
�SIFF� This completes
the proof� �

Combining Theorem 
 with Rompel�s result that universal one�way hash function families�
i�e�� 
�SIFF� can be obtained from any one�way function� and with the fact that a �s�SIFF is
also an i�SIFF for all 
 � i � �s� we have�



Theorem � k�SIFF can be constructed from any one�way function�

In the following section we will apply the results of this section to the hierarchical access
control problem and provide a solution based on SIFF�

� The Hierarchical Access Control Problem

In today�s modern society� hierarchical structures exist in various forms� from business corpo�
rations to government departments� each resembling a directed graph �such as a tree� in its

gurative shape� with a particular node of the graph the highest point of command� In mathe�
matical terms� such a hierarchy usually take the form of a partially ordered set with the highest
point of command being the maximal node� The various positions throughout the hierarchical
structure are then represented as internal nodes� each being the point of command over its
underlying sub�graph� consisting also of nodes�

In a hierarchical organization which deals with some amount of sensitive information� the
security of certain pieces of information must often be maintained at a certain level which
corresponds to a particular depth in the hierarchical organization represented by the graph�
A typical case would be that of a banking corporation where the manager deals with private
and sensitive data� Such data should not be accessible to company members with positions
and authority lower than the manager� However� the opposite condition is often required to be
ful
lled� The manager should be able to access data belonging to employees working underneath
him�her in the hierarchical organization�

In past years cryptography has often been used to ensure the security of sensitive data� Of
more recent interest� however� is the problem of organizing cryptographic keys in a hierarchical
manner to mirror the structure of the organization employing the cryptographic techniques for
security� The problem of generating and updating keys for a hierarchical organization� called
the hierarchical access control problem� was 
rst posed by Akl and Taylor in 
��� 	
�� Since then
many solutions or partial solutions to the problem have been proposed 	�� 
�� �� �� �� �� 
��� A
common drawback with these schemes is that all of them are based on a single cryptographic
assumption� that is the �supposed� di�culty of breaking the RSA cryptosystem 	
��� and make
heavy use of the underlying algebraic properties of the crypto�function�

In 	
��� Sandhu gave a solution to the special case when an organization has a tree structure�
using a set of one�way functions� However� the problem of solving the general case of partially
ordered sets under the weakest assumption of the existence of one�way functions� remains an
interesting open problem� In this section we give a simple solution to the open problem� In�
corporated into our solution are the idea of Sandhu for the tree structure and an elegant use of
SIFF� A remarkable feature of our solution is that each node in the hierarchical structure needs
to keep only one secret key�

The problem of access control in hierarchical organizations is described more formally in
Section ��
� A de
nition for security of key generation schemes is introduced in the same
section� This is followed by a detailed description of the key generation scheme and a proof
of its security in Section ��� and Section ��� respectively� An improvement of the scheme is
presented in Section ��� and several issues on updating keys are brie�y discussed in Section ����

��� Preliminaries

Usually� an organization G consists of a set of P �n� members together with a hierarchical rela�
tion among the members� here P is a polynomial and the computational power of all mem�
bers in the organization is bounded by probabilistic polynomial time� Such a hierarchical
organization can be well modeled by an algebraic system called a partially ordered set � Let



S � fN�� N�� � � � � NP �n�g be a set of P �n� nodes� each of which represents a member of the
organization� Denote by � the hierarchical relation within the organization� Then G is deter�
mined by the pair of S and �� In mathematical terms� the organization G is called a partially
ordered set or poset for short� For convenience� in the following discussions we will sometimes
interchange the terms �hierarchical� organization and poset � and the terms member and node�

Every poset has some nodes called maximal nodes� Each maximal node Ni has the property
that there is no node Nj � S such that Nj � Ni and Nj �� Ni� In this paper� we will only be
concerned with such a hierarchical organization that has only one maximal node N�� Results in
this paper can be readily generalized to the case where a hierarchical organization has multiple
maximal nodes� Assume that Ni and Nj are two di�erent nodes in S� Ni is called an ancestor
of Nj �or equivalently� Nj is a descendant of Ni� if Ni � Nj� Ni is called a parent of Nj �or
equivalently� Nj is a child of Ni� if Ni is an ancestor of Nj and there is no other node Nk � S
with Ni � Nk � Nj � Now assume that S� � S is a subset of S� S� induces a sub�poset that
consists of the set ��S�� and the partial order relation �� where ��S�� consists of both the nodes
in S� and the nodes which are descendants of nodes in S��

A Hasse diagram of an organization is a 
gure consisting of nodes� with an arrow directed
downwards from Ni to Nj whenever Ni is a parent of Nj � As the correspondence between an
organization and its Hasse diagram is obvious� in the following discussions we will not distinguish
between an organization and its Hasse diagram� In particular� we will not distinguish between
a node in S and the member of the organization represented by the node�

The hierarchical access control problem for an organization G essentially reduces to that of
generating a key Ki for each node Ni in such a way that for any nodes Ni and Nj� the node
Ni is able to derive from Ki the key Kj of Nj i� Ni � Nj � Related to this is the problem of
key updates of the nodes� Key updating is required when the structure of the organization is
modi
ed� Typical changes to the structure includes the deletion and addition of nodes� Key
updating is also required when some keys are lost or when the duration of validity of the keys
has expired�

Next we discuss the de
nition of security of a key generation scheme for a hierarchical
organization� Any key generation scheme should at least ful
ll the requirement that it is com�
putationally di�cult for members of the organization� represented by a subset S� of S� to �nd
by collaboration the key Ki of a node Ni not in ��S��� where ��S�� consists of both the nodes
in S� and the nodes which are descendants of nodes in S�� When Ni is an internal node or
the maximal node N�� which implies that Ni has at least one child� the following more general
requirement should be ful
lled� That is� it is computationally di�cult for S� to simulate Ni�s
procedure for generating the key of a child of Ni� Note that S

� may or may not be able to 
nd
the key of Ni and that the child of Ni may or may not be in ��S��� The reason for considering
the general requirement is that Ni�s procedure for generating the key of the child� even if the
child is in ��S��� is a privilege of Ni� and the privilege should not be shared by any other node
that is not an ancestor of Ni� The following is a formal de
nition of security of a key generation
scheme�

De�nition � Let G be a hierarchical organization with P �n� nodes �members�� Denote by S
the set of the P �n� nodes� A key generation scheme for a hierarchical organization is secure if
for any S� � S� for any node Ni �� ��S��� for any polynomial Q and for all su�ciently large n�
the probability that the nodes in S� are able to 
nd by collaboration the key Ki of the node Ni

whenever Ni has no child� or to simulate Ni
s procedure for generating the key of a child of Ni

whenever Ni is an internal node or the maximal node N�� is less than 
�Q�n��



��� Key Generation

Denote by IDi the identity of the node Ni� Assume that every IDi can be described by an
��n��bit string� where � is a polynomial� Let F � fFnjn � Ng be a pseudo�random function
family� where Fn � ffK jfK � ���n� � �n�K � �ng and each function fK � Fn is speci
ed by
an n�bit string K� Let H � fHnjn � Ng be a k�SIFF mapping n�bit input to n�bit output
strings� Also assume that k is su�ciently large so that no nodes could have more than k parents�
The following key generation procedure can be done either by a trusted third party or by the
maximal node itself�

First a random string K��R�
n is chosen for the maximal node N�� For the nodes without a

key� either with one or more parents� the following two steps should be completed until all the
nodes in S have been assigned keys�


� Nodes with one parent
Given a node Ni with its parent Nj which has already been assigned a key Kj � the key to
be assigned to Ni is the n�bit string Ki � fKj

�IDi��

�� Nodes with two or more parents
Given a node Ni with all its p parents Nj� � Nj� � � � �� Njp having been assigned keys Kj� �
Kj� � � � �� Kjp � the key Ki for Ni is chosen as a random stringKi�R�n� From Hn a function
hi is chosen randomly and uniformly such that fKj�

�IDi�� fKj�
�IDi�� � � �� fKjp

�IDi� are
mapped to Ki� i�e��

hi�fKj�
�IDi�� � hi�fKj�

�IDi�� � 	 	 	 � hi�fKjp
�IDi�� � Ki�

The function hi is then made public� making all the ancestors of Ni aware of hi�

It is clear that if Nj � Ni� then Ki can be derived from Kj� When Nj is an immediate
parent of Ni� Ki can be computed via either Ki � fKj

�IDi� if Nj is the single parent of Ni� or
Ki � hi�fKj

�IDi�� if Ni has other immediate parents� When Nj is not an immediate parent of
Ni� all keys in the path from Nj to Ni are computed downwards and Ki is obtained in the 
nal
stage�

��� Security of the Key Generation Scheme

This section proves that the key generation scheme is secure� A corollary of the result is that
secure key generation schemes for hierarchical organizations can be obtained from any one�way
function�

Theorem � The key generation scheme for a hierarchical organization is secure�

Proof �Sketch�� Assume that S� � S can 
nd the key Ki of some node Ni �� ��S�� that
has no child� This implies that S� is able to predict the output of the pseudo�random function
family� which is a contradiction�

Now assume that Ni �� ��S�� is an internal node or the maximal node N�� and that S� can
simulate Ni�s procedure for generating the key Kj of some child Nj of Ni� Note that for our key
generation scheme� being able to simulate Ni�s procedure for generating the key Kj of the child
Nj of Ni implies being able to get either Ki when Ni is the single parent of Nj � or fKi

�IDj�
when Nj has other parents than Ni� Also note that getting Ki or fKi

�IDj� means getting the
keys of all the descendants of Nj besides the key Kj of Nj� Thus there are only two situations
to be considered when S� is able to get Ki or fKi

�IDj� but fails to mimic any of the parents of
Ni� These two cases are�



Case�
� Ni is an ancestor of some node�s� in ��S���

Case��� Ni is not the ancestor of any node in ��S���

In Case�
� being able to get Ki or fKi
�IDj� implies being able to do one of the following

three actions� invert the pseudo�random function family� 
nd a collision string for the sibling
intractable function family� or invert the sibling intractable function family� The success of any
of these actions with a high probability is a contradiction� In Case��� being able to get Ki or
fKi

�IDj� implies being able to predict the output of the pseudo�random function family� This
is also a contradiction� �

��� Improvement of the Key Generation Scheme

A problem with the above key generation scheme is that a node must pass through a number
of intermediate descendants in order to arrive at a given distant �non�child� descendant node
may be an inconvenience to the members of the hierarchical organization� This traversal down
the structure requires the use of the sibling intractable function family and the pseudo�random
function associated with each node along the traversed path in order to 
nd the keys of the
intermediate nodes�

A solution to the problem consists of a modi
cation to the key generation phase� For a
given node Ni with q ancestors �including the parents� Nj� � Nj� � � � �� and Njq � the generation of
the key of Ni involves the selection of a random string Ki�R�n and the selection of hi � Hn

randomly and uniformly such that fKj�
�IDi�� fKj�

�IDi�� � � �� and fKjq
�IDi� are all mapped to

Ki� i�e�
hi�fKj�

�IDi�� � hi�fKj�
�IDi�� � 	 	 	 � hi�fKjq

�IDi�� � Ki�

In this way any ancestor of Ni which was involved in the generation of Ki can access Ni directly
without the need to pass any intermediate nodes� An extensive treatment of this issue together
with other solutions to the hierarchical access control problem is presented in 	
���

��� Key Updating

It is natural to expect that the structure of an organization �i�e�� the shape of the corresponding
Hasse diagram� will change throughout time� and thus the keys of the nodes will also need to be
updated� Some typical changes include the addition and deletion of nodes� and the establishment
and removal of links between nodes� Another reason for the renewal of the keys is the replacement
of one member of the organization with another� without involving any change to the structure
�Hasse diagram� itself� The arrival of a new member to the organization implies the creation of
a new identity information for that member� Key updating is also required when some keys are
lost or when the duration of validity of some keys has expired� In this section we will consider
brie�y three of the most typical problems related to the maintenance of the internal nodes of the
hierarchical structure� These are the addition and deletion of nodes� and the replacement of the
identi
cation information of nodes� The case of leaf nodes is trivial and will not be discussed�

�	�	� Addition and Deletion of Nodes

When nodes are added or deleted there are a number of possibilities as to how the sub�posets
a�ected by the change should be maintained� When a new node Nk is added between node
Nj and its immediate parent node Ni� Nk becomes the new parent of Nj � and Ni the parent
of Nk� The descendants of Nk which includes Nj are e�ectively shifted one level down in the
organization �Hasse diagram�� It is clear that the addition of a new node followed by a shift



down of all its descendants requires the generation of new keys for that node and its descendants�
Only the new node requires a new identity information�

In the case of the deletion of a node� its descendants becomes the descendants of its parent�s�
and new keys must be generated for the descendants� This corresponds to an upward shift by
one level of these descendants in the organization�

�	�	� Replacement of an Identity

The replacement of the identity information of a node can be due to a number of changes in
the organization� A member at a node can be replaced by another current member or by a new
member from outside the organization� Often� the identity of a node simply needs to be changed
following some organizational decision� In all these cases the keys for all the descendants of that
node need to be generated again� The node itself is assigned a new key which is used to generate
and assign the keys of its immediate children nodes�

� Other Applications of SIFF

There are numerous ways that SIFF can be applied� In the following� three other applications of
SIFF are brie�y discussed� The 
rst application is to the shared mail box problem� the second to
the access control in distributed systems� and the third to the multiple message authentication
problem� A further application of SIFF to database authentication is presented in 	���

��� The Shared Mail Box Problem

Suppose that there is a group consisting of k users U�� U�� � � �� Uk� Each user Ui has a private
mail box Bi� Assume also that there is a shared mail box Bs� The shared mail box problem
consists of the design of a cryptographic system for the group that has the following features�


� Each user Ui holds just one secret key Ki�

�� For each 
 � i � k� the mail box Bi can only be opened by the user Ui who possesses the
secret key Ki�

�� The shared mail box Bs can be opened by every user in the group� but not by any outsider�

�� Even when k� 
 users conspire together� it is computationally di�cult for the k� 
 users
to open the other user�s private mail box�

This problem represents an abstraction of many practical applications where the determina�
tion of access rights to various resources is required� The traditional way for solving the access
problem with the private and shared mail boxes is to let each user hold two keys� one for his or
her private mail box and the other for the shared mail box� The traditional solution becomes
very impractical when the user is a member of a number of di�erent groups� and hence has to
hold as many keys for shared mail boxes as the total number of groups he or she belongs to�
We present a simple solution to the problem by the use of a SIFF and a secure secret�key block
cipher� both of which can be constructed from any one�way function� First of all� we� a trusted
third party� choose a secure secret�key block cipher for the purpose of locking the private and
shared mail boxes� Then we choose a �k � 
��SIFF H � fHnjn � Ng that maps n�bit input to
n�bit output strings� The following is the key generation procedure for the group�


 Choose for each user Ui a random n�bit string Ki as his or her secret key�




 Choose a random n�bit string Ks for the shared mail box Bs�


 Select from Hn a random function h such that all private keys K�� K�� � � �� Kk are mapped
to Ks� i�e�� h�K�� � h�K�� � 	 	 	 � h�Kk� � Ks� Then make h public�

It is easy to see that the scheme ful
lls all the four requirements� In particular� each user Ui
can apply the secure block cipher with Ki as a key to open or lock his or her private mail box
Bi� and with h�Ki�� which is mapped to Ks� as a key to open or lock the shared mail box Bs�

��� Access Control in Distributed Systems

SIFF can also be used to control access of data in a distributed system which are geographically
dispersed� Each site in the system would have two levels of access� the 
rst being applied to the
site as a whole� while the second to control access to resources and data stored at that site�

In the 
rst access level� the access by one site to another is determined using SIFF� Hence�
a given site can determine which other sites that may have access to it� This� in e�ect� classi
es
sites according to their sensitivity� and may be governed by various performance and practical
necessities� In the second access level� which assumes the granting of access in the 
rst level�
transactions that access multilevel resources and data can be controlled also using SIFF�

��� The Multiple Message Authentication Problem

Message authentication is an important part of information security� A common method is to
append to a message to be authenticated a short tag such as a checksum� by using a modi
cation
detection code� In some cases� we have many �independent� messages to be authenticated� Two
usual methods are for each message to be given a tag independent of one another� and for
the concatenation of all the messages to be given a single common tag� In the 
rst method
the resulting number of tags may prove too impractical to be maintained� while in the second
method the validation of one message requires the use of all other �unrelated� messages in the
re�calculation of the tag�

A preferred method would be one that employs a single common tag for all the messages in
such a way that a message can be veri
ed individually without involving other messages� As we
will see� SIFF can be used as an ideal tool for the above purpose� In order to explain it more
clearly� we will use the software protection problem as an illustrative example�

Consider a group of software companies that produce popular softwares� For obvious reasons�
it is important for the software companies to protect their software products from being infected
by computer viruses and from being modi
ed illegally� Suppose that all software products of
the software companies can be represented by strings of ��n��bit long �short softwares can be
extended by padding some 
xed pattern�� Also suppose that the length of the tags is m�n�
bits and k is an integer that is larger than the total number of softwares the companies can
produce in the foreseeable future� To protect softwares� the companies 
rst choose a k�SIFF
H � fHnjn � Ng that maps ��n��bit input to m�n��bit output strings� Then the companies
execute the following procedure�


� Choose a random m�n��bit tag t�

�� Choose randomly and uniformly from Hn a function h that maps all softwares of the
company to the same tag t�

�� Publish in some mass media� such as popular newspapers or computer magazines� the
function h and the tag t� together with a list of the names of the softwares�



When some new products come out� the companies can either generate a tag for the new prod�
ucts� or re�generate a tag for all the products including the new ones� by using exactly the same
procedure described above�

A user can now easily detect any modi
cation to a software �from one� of the companies�
simply by computing the output t� of the public function h� with the string representing the
software as input of h� and comparing the output t� with the public tag t� If t� and t are the
same� the user is con
dent that the software has not been tampered with illegally� Otherwise�
if t� and t di�er� the user should not proceed to use the software�

From these short examples it is clear that SIFF promises its usefulness in a wide area of
applications�

� Conclusion and Further Work

We have introduced the notion of SIFF which includes as a special case the notion of the
universal one�way hash function family de
ned Naor and Yung in 	
��� We have also shown a
simple method for transforming any universal one�way hash function family into a SIFF� Putting
together this and Rompel�s results� we have obtained the theoretically optimal result that SIFF
can be constructed from any one�way function� As applications of SIFF� we have presented
a key generation scheme for hierarchical organizations� and suggested solutions to the shared
mail box problem� access control in distributed systems and the multiple message authentication
problem�

The applicability of a solution based on SIFF to a practical problem is largely determined
by the compactness of SIFF� An improvement in the compactness of SIFF results directly in
the improvement in the e�ciency of a solution based on SIFF� For the construction of k�SIFF
presented in Theorem 
� the length of a description of a function in Hn is of order O�L��n� �
L��n��� where L��n� is the length of a description of a function in Un and L��n� that of a function
in H �

n respectively� Searching for more compact constructions of SIFF from one�way functions�
together with other applications of SIFF� is an interesting subject for further research�
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