Interactive Wormhole Detection in Large Scale Wireless Networks

WeichaoWang
University of Kansas

Abstract

Wormholeattacksn wirelessnetworkscanseverelydeterioratehe
network performanceand compromisethe securitythroughspoil-
ing the routing protocols and wealening the security enhance-
ments. This paperdevelops an approach,Interactive Visualiza-
tion of Wormholes(IVoW), to monitor and detectsuchattacksin
large scalewirelessnetworks in real time. We characterizehe
topology featuresof a network underwormhole attacksthrough
thenodepositionchangesndvisualizetheinformationat dynami-
cally adjustedscalesWeintegrateanautomatialetectioralgorithm
with appropriateuserinteractionsto handlecomplicatedscenarios
thatinclude a large numberof moving nodesand multiple worm-
hole attaclers. Variousvisual forms have beenadoptedto assist
theunderstandingndanalysisof the reconstructedetwork topol-
ogy andimprove the detectionaccurag. Extendedsimulationhas
demonstratethatthe proposedipproactcaneffectively locatethe
fake neighborconnectionsithout introducingmary falsealarms.
IVoW doesnot requirethe wirelessnodesto be equippedwith ary
specialhardware,thusavoiding ary additionalcost. The proposed
approachlemonstratethatinteractive visualizationcanbesuccess-
fully combinedwith network securitymechanismgo greatlyim-
prove theintrusiondetectioncapabilities.

Keywords: Interactve Detection,WormholeAttacks, Visualiza-
tion on Network Security WirelessNetworks, TopologyVisualiza-
tion

Index Terms: C.2.0 [ComputerCommunicationNetworks]:
General—Securityand protection; H.5.2 [Information Systems]:
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1 Intro duction

Intrusion Detection System(IDS) in wirelessnetworks [42] has
playedan importantrole in network securityby providing an ad-

ditional level of protectionto the network topology and applica-
tions beyond the traditional securitymechanismsuchas encryp-
tion andauthentication It detectsthe attacksandisolatesthe ma-

licious nodesby matchingthe patternsof known intrusionsor dis-

coveringtheanomalieg5, 12,13, 16]in the network actiities. Its

applicationenvironmentscover almostall wirelessnetworking sce-
nariossuchasadhocnetworks[42], wirelessLANSs [8], andsensor
networks[5, 12]. A goodsuney canbefoundin [43].

With thefastincreasei thescale availablebandwidth andpro-
tocol diversityin wirelessnetworks,theintrusiondetectionrmecha-
nismsmustdiscover the patternof theknown attacksor theanom-
aliescausedy the unknavn intrusionsfrom a continuousmulti-
variatedata o w in real time. Therefore,effective representation
of the datais essentiafor usersto understandhe hiddeninforma-
tion andfor IDS to presere the detectionaccurag andef ciency.
Visualizationtechniqueswhich enablethe derivation of insights
from massie anddynamicdata,provide a powverful tool to satisfy
theserequirements.In additionto informationrepresentatiorthe
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Figure 1: Visualization for wormhole detection. The two red circles
indicate suspiciousregions. We have combined interactive visual-
ization into the wormhole monitoring, representation, and detection
processego analyzethe potential wormhole attack regionsin a large
scale wireless network.

visualizationtechniquesalso provide highly interactve interfaces
to acceleratevisual analytics. Therehasbeenpioneerresearcton
visualizationfor computersecurity The adoptedmethodsinclude
multiresolutionof thedatadetails[2], visualcorrelationamongdif-
ferentpartsof thedata[14, 35], andtime-varyingpatternd15, 28].

Most of the existing IDS approacheslependon the measure-
mentsof somenetwork parameterge.g. paclet delivery ratio, end
to enddelay)to identify the attacks. Therefore the detectionca-
pabilitieswill berestrictedby the acquiringdelayandaccurayg of
thesemeasurementsSincemary attackson wirelessnetworkstar
getatthe network topology (e.g. neighbordiscovery androuting),
new approacheareexpectedio detectsuchattacksbasedon more
direct“evidences”.

In this paperwe explorethedevelopmenbf approachethatcan
detectattackson wirelessnetworks directly basecon theirimpacts
onthenetwork topology To demonstratéhe proposednethodwe
choosea speci ¢ attack,wormholeattack[10, 18, 30], asthe re-
searchproblem. In a wormholeattack,the malicious nodeswill
tunnel the eavesdroppedbaclets to a remotepositionin the net-
work and retransmitthemto generateake neighborconnections,
thusspoilingtheroutingprotocolsandwealeningsomesecurityen-
hancementsTheimpactsof wormholeattacksonthereconstructed
topologyof a 2D wirelessnetwork areillustratedin Figurel. The
simulationresultsin [17, 21] have shavn thatwhentherearemore
than two wormholesin the network, more than 50% of the data
pacletswill be attractedto the fake neighborconnectionsaandget
discarded.

A preliminaryapproachMDS-VoW, to wormholedetectionus-
ing visualizationtechniquesvasproposedy Wangand Bhagava
in [39]. The approachusesmultidimensionalscaling (MDS) to
reconstructthe topology of a wirelessnetwork and locatesthe
wormholesandfake neighborconnectionsby identifying the dis-
tortionsin thereconstructiorresult. Although effective asa proof-
of-concepprototype MDS-VoW hasseveralde ciencieswhenit is



appliedto realwirelesservironments.First, the authorsonly eval-
uateMDS-VoW in a network containinga few hundredf nodes.
Its performanceand accurag in a larger scaleenvironment(e.g.
thousand®f nodesyemainundeterminedSecondMDS-VoW as-
sumesthatall nodesarestatic. Therefore,its detectioncapability
in mobile wirelessnetworks hasnot beeninvesticated. Finally, the
experimentalresultsfocuson the scenariosvhenonly oneworm-
holeexistsin thenetwork while theresearclin [17, 21] hasdemon-
stratedhatmultiple wormholesputmoreserereimpactsonthenet-
work performance.

The methodintroducedin this paper Interactve Visualization
of Wormhole (IVoW), provides a visual approachthroughwhich
the userscandetectmultiple wormholesin a large scale,dynamic
wirelessnetwork. It rst reconstructghe network topologybased
onthemeasuredistanceamongneighboringnodes.To reducehe
network reconstructioroverheadccausedy nodemovement,ncre-
mentalmultidimensionakcaling[4, 40] is adopted Adaptablerep-
resentatiorof thereconstructiomesultwith attack-dependetevel-
of-detailwill assistthe usersto identify the “suspiciousareas”un-
derwormholeattack.Multiple roundsof detectionwith false-alarm
reductionmethodswill helpimprove the detectionaccurag when
multiple wormholescoexist in the system.

Aswewill demonstrateheproposedisualizationapproacttan
effectively identify the fake neighborconnections.The contritu-
tionsof theresearcltanbe summarizedsfollows: (1) We charac-
terizethetopologyfeaturef the network underwormholeattacks
andpresenta real time visualizationapproacho effectively visu-
alize and monitor topology changes.(2) We integrateinteractve
visualizationinto multiple stepsof intrusiondetectionprocedures,
including monitoring,detection andrepresentationThis approach
signi cantly accelerateshe detectionprocedureby taking adwan-
tageof the visual analysisabilities of humanexpertise. (3) VoW
directly usesthe topology informationto detectattackson wire-
lessnetworks, thus avoiding the overheadand inaccurag caused
by the network measurements(4) The proposedapproachdoes
not dependon ary specialhardware, thusavoiding ary additional
deploymentcost.

The remainderof the paperis organizedasfollows: Section2
providesthebackgrounaf wirelessnetworking, how wormholeat-
tacksareconductedandtheresearcithallengesSection3 reviews
the previous researchefforts that contritute to our approach. In
section4, anoverview of IVoW is described Threeprincipalcom-
ponentsof the proposedmechanismef cient network reconstruc-
tion, adaptve visualization andinteractve wormholedetectionare
describedn detail in section5, 6, and7, respectiely. Section8
presentghe experimentalresults. Finally, section9 concludegshe
paperanddiscusseguture extensions.

2 Background

In a wirelessnetwork, the nodescommunicatewith eachother
throughradio transmissions.A simpli ed modelto describethe
connectity amongwirelessnodesis the unit disk graph[9]: a
pair of nodesu andv candirectly communicateo eachother if
the Euclideandistancebetweenthemis shorterthanr, wherer is
de ned asthe communicatiorrange. Sincethe neighborrelations
amongwirelessnodesnay changebecausef variousreasonsuch
asnodemovementdevice malfunction batteryexhaustionandun-
reliabletransmissiomedium,a nodemustbe ableto detectits ac-
tive neighborgdynamically A widely adoptedapproachs to let the
mobile nodeperiodicallybroadcast shortmessageontainingits
identity (called "beacon'paclet) and the neighborsreceving this
paclet will addthe nodeinto the neighborlists. The awarenes®f
localizednetwork topologyandroutechoicesareusuallybasedon
the correctestablishmenof andupdatedo the neighbotlist.

The featuresof wirelesscommunicationenablethe malicious
nodesto conductwormholeattacks.As showvn in Figure2, whena
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Figure 2: Wormhole attack between a pair of nodesu and v.

legitimatenodeu in the network sendsout abeaconthemalicious
nodeM1 canuseits antenngo eavesdropthe paclet, andtunnelit
througha dedicatedong rangechannelto its colluderM2. When
M2 retransmitghe beaconanotheregitimate nodev will receve
this paclet andaddu into its neighborlist. Fake neighborconnec-
tions are generatedhroughwormholes. Later when datapaclets
needto go throughthewormhole,the maliciousnodesmay choose
to discardthem. Therefore,a wormholefabricatesa fake connec-
tion betweeru andv thatis underthe controlof the attaclers.
Wormbhole attacksare dif cult to detectsince the malicious
nodesonly easesdropand retransmitthe beacons. The adoption
of astrongerencryptionor authenticatioomethodwill notsolvethe
problemsincetheattaclersactasthecloneof thelegitimatenodes.
At the sametime, the fake “short” path betweenu andv may at-
tractmary datapacletsfrom their neighborhoodthusdeteriorating
the delivery ratio and network performance. Therefore,new ap-
proachesnustbedevelopedto stoptheseattacks.

3 Related Work
3.1 MDS and Its Applications in Wireless Networks

Multi-dimensional scaling was originally a techniquedeveloped
in the behaioral and social sciencefor studyingthe relationship
amongobjects. Theinputsto MDS arethe measuresf the differ-
enceor similarity betweerobjectpairs[11]. The outputof MDS is
alayoutof theobjectsin alow-dimensionakpaceln thispaperthe
inputis thedistancematrix betweerthewirelessnodes.The mech-
anismcanreconstructhe network andcalculatea virtual position
for every node.We adoptthe classicaimetricMDS in the proposed
mechanisnsincethe distancesaremeasuredn a Euclideanspace.
More detailsof MDS canbefoundin [11] and[38].

MDS hasbeenadoptedo solve thelocalizationandpositioning
problemsin wirelessnetworks. In [37], a solutionusingclassical
metricMDS is proposedo achiese localizationfrom mereconnec-
tivity information. The algorithmis more robustto measurement
errorsandrequiresfewer anchornodesthan previous approaches.
A distributed mechanismfor sensorpositioningusing MDS has
beenpresentedn [19]. It developsa multi-variate optimization-
basediterative algorithmto calculatethe positionsof the sensors.
AnotherapproacH6] to sensometwork localizationadoptssemi-
de nite programmingrelaxationto minimize the errorsfor tting
thedistancemeasurements.

3.2 Waormhole Detection in Wireless Networks

Wormholeattackson mobilewirelessnetworkswereindependently
discoveredin [10], [18], and[30]. Below we describeseveral ap-
proacheshathave beendevelopedto defendagainstsuchattacks.
If thewirelessnodesareequippedvith directionalantennagl7],

a pair of nodescanexaminethe directionsof the receved signals
from eachotheranda sharedhird nodeto con rm theneighborre-
lation. In [18], extrainformationis addednto a pacletto restrictits
transmissiordistance.Iln geographicaleashesthe locationinfor-
mationandlooselysynchronizedatlockstogetherverify the neigh-
bor relation. In temporalleashesthe paclet transmissiordistance
is calculatedbasedon the propagtion delay and signaltransmis-
sionspeedlIn additionto theapproachusingscienti ¢ visualization



[39], a wormholepreventionmechanisnbasedon graphtheoryis
proposedn [31]. Usingthe geometricrandomgraphsinducedby
the communicatiorrangeconstraintof the nodes,the researchers
presentthe necessanand sufcient conditionsfor detectingand
defendingagainstwormholes.They alsopresenta defensamecha-
nismbasednlocal broadcaskeys.

3.3 Distance Estimation between Wireless Nodes

SinceMDS useshe measuredistanceamongwirelessnodeshat
canheareachotherasinputsto reconstructhe network, we shortly
introduceseveral distanceestimationmethods. The existing solu-
tions include using receved signal strength[22], Time-of-Arrival
andTime Differenceof Arrival [32, 36], andtriangulation[29].

Onepointthatwe have to clarify is thatthe measuredlistances
cannotbe directly usedto preventwormholes.For example,if the
recevedsignalstrengthis usedto estimatahedistancetherecever
cannotistinguishtheresenpacletfrom therealbeacon Similarly,
if thenodeausethepropagtiondelayof acousticsignalso measure
thedistancethemaliciousnodescaneasilyhidethetunnelingdelay
if radiotransmissions usedin thewormhole.

3.4 Visualization for Computer Security

With the fastdevelopmentof computersecuritymechanismsthe
scaleandcompleity of the securitydataput ever-increasingchal-
lengesto the representatiomnd understandingf the information.
Visualizationtechnigueshave beenadoptedby the researcherso
bridgethe gap. For example,it is usuallydif cult for the system
administratorgo reada text-basedog le recordingthetrafc pat-
ternsand anomaliesthat happenedn the pasttwenty-fourhours.
The researchertiave developedmechanismghat can provide an
overview of thetrafc patternsof thousand®f hosts[3]. Thelat-
estapproacheprovide a more scalablerepresentatiortapability
thatcancover multiple class-BIP addressangesandtheintrusion
alarmsin them[2, 20, 23].

Network scansare probablythe mostcommonandversatilein-
trusions. Researchertiave developeda visualizationmethodol-
ogy to characterizehe scansbasedon their patternsand wavelet
scalograms[28]. Another approachusesIP addressand port
numberhistographgo detectand analyzethe scanattacks[35].
VisFlovConnect-IP[41] achieves detectionof anomaloustrafc
througha link-basedhetwork o w visualizationtool.

Undermary conditionsthesecuritydataacquiredrom different
methodsmustbe investicatedjointly to improve the detectionac-
curay andef ciency. Theresearcteffortsin [14] provide a visual
correlationbetweerthe hostprocesseandnetwork traf c. In both
[28] and[35], theapproachesanidentify the similarity amongdif-
ferentscanattacksor NetFlow signatures.

While mary visualizatiorapproachet network securityrequire
large amountsof nely detailed, high-dimensionaldata, several
mechanism$ocuson the big picture. For example the mechanism
in [25] takesvery coarselydetaileddatato helpuncoverinteresting
securityevents. The mechanismmin [33] overcomeghe scalability
issuesinherentin visualizingmassve networks throughsampling.
In [15], low level textual dataareprovidedin the contet of a high-
level, aggrgatedgraphicaldisplay Disparatdogsarealsovisual-
izedto shav thecorrelationof network alertsbasedn what,when,
andwhere[24].

4  Qverview

An overview of IVoW is illustratedin Figure3. After deplayment,
awirelessnodewill estimatethe distancedo the othernodesthat
it canhearandsendthe measurementesultsto IVoW. Somefake
neighborconnectionghroughwormholesmay be included. En-
cryptionandauthenticatiormethodscanbe adoptedo protectthe
integrity of theinformationandpreventimpersonation.
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Figure 3: System overview: A distance matrix (a) acquired from a
large scalewirelessnetwork is usedto reconstruct the 3D positions of
the nodesusing incremental MDS method (b), and modi ed through
our feature point sampling (c), feature line selection (d), primitive
assignments(d), and interactive detection (e) to defend against the
wormhole attacks (f).

The proposedapproachwill usethe measurement® build the
distancematrix andreconstructhe network topologyusingincre-
mentalMDS. A normalizedwormhok indicator valuewill be cal-
culatedfor every nodeto identify those“suspiciousareas”under
wormholeattack(section5).

Whenthe scaleof the network andnumberof nodesareconsid-
ered,the usermaybe overwhelmedy theinformationin the visu-
alization. We integratethe featureelementselectionand attribute
assignmenmethodsto develop an adaptve visualizationmethod.
Only a partof carefully chosemodesandtheir neighborrelations
areillustratedwhile the network topologyis presered sothatthe
suspiciousareasunderattackcanbe easilylocated(section6).

Theproposednechanisnakesadwantageof theexpertiseof the
usersto acceleratehe wormholedetectionprocedureandimprove
theaccuray. A setof interactioninterfacesare designedo allow
the usersto identify the suspiciousareasand activate more com-
plicateddetectionrmethods Thereforejnteractie visualizationnot
only helpsimproveinformationunderstandingut alsoassistgrob-
lem solvingthroughvisualanalysig(section7).

5 Ecient Network Reconstruction
5.1 Fast Network Reconstruction

TheproposednechanisnuseaVIDS to reconstructhenetwork lay-
out. First, every pair of nodeghatcanheareachotherwill estimate
the distancebetweenthemandreportit to IVoW. The mechanism
will calculatethe averagevalue and put the result at the suitable
positionsin thedistancematrix. After that,a classicakhortest-path
algorithm,suchasDijkstra's algorithm,canbeusedto calculatethe
shortestistancebetweenevery nodepair. Using the distancema-
trix, MDS canreluild the network anda virtual positionfor every
nodewill begenerated.

Thecomputatiorcompleity of traditionalMDS is n® whenthere
aren nodesn thenetwork. If IVoW reconstructshewholenetwork
from scratchafterevery neighborrelationchangethe computation
overheadwill becomeoverwhelmingwhenn is large, thusimpact-
ing the scalabilityand ef ciency of the proposedmechanism.To
achieve ef cient network reconstructionye proposeto adoptthe
incrementaMDS proposedn [4, 7, 26, 40].

The fast network reconstructionmethodis basedon [7, 26],
whosecomputationcompleity is n2. Sincethe distancesamong
wirelessnodesseldomexperienceradicalchangesthe reconstruc-
tion resultof thepreviousroundis agoodinitial layoutof thenodes.
Singlescalingwill thenbe executedfor the nodeswhoseneighbor
relationschange.The nal steprunsseveral MDS iterationsupon
the entire nodesetto re ne their positions. An exampleof incre-
mentalMDS is illustratedin Figure4.



Figure 4: Example of incremental MDS: a pair of nodes slowvly move
to each other, thus leading to changesin network topology.

5.2 Estimating Wormhole Indicator Value for Wireless
Nodes

The analysisin [39] hasshavn thatthe wormholescanbe viewed
asanextraforcethatwill leadto the distortions:the distanceand
anglesamongthe neighboringnodesin the reconstructecdhetwork
will beverydifferentfrom thevaluesin thereallayout. Subsequent
research21] hasshawvn thatthe distortionsin anglescanbe used
to locatethefake neighborconnections.

For every angleformedby threeneighboringnodesus, u, and
v with v asthevertex, two valuescanbe determined(1) gm uvu,,
which canbe calculatedbasedon the measuredlistancesamong
them; (2) gr u,vu,» Which canbe acquiredfrom the reconstructed
network. Thedistortionsin anglescanbe measuredy the differ-
encebetweerthesetwo values.

We de ne a new variable wormhole indicator (wi) for every
nodev basedn thedifferencesn angles:

o A qdiff uwy . . L.
wormholeindicator(v) = ——;(i;j=1 ¢i6
)= g =1 aie )
_ _ 0; ifjigm uvy  OR UiVUjjj Gih;
Goiff uvyi = 1. if jjgum uvy R uvull > Gh 1)

wherev, Ui anduj areneighborsandq is the degreeof connectv-
ity of v. Fromthede nition we nd thatwormhole indicator is a
normalizedvariablewith thevaluerange|0,1].

Gh in equationl representshe thresholdthatis usedto distin-
guishthechangesn anglescausedy thedistanceaneasuremerib-

accurayg from the distortionscausecdy the wormholes.We adopt

a format of ¢ gfgr for gn, in which dery representghe distance

measuremerihaccurag, r is the communicatiorrange,andc is a

constant. Whenthe distanceestimationerrorsare not large, g:egr

roughly describeghe changein anglescausedby the inaccurag.
Our simulationshaws thata valuenot smallerthan4 shouldbe as-
signedto c to presere thedetectionaccurag.

While thewormholeindicator valuesmeasuréheimpactsof the
wormholeswithin asinglenetwork reconstructionye alsotake the
time factorinto consideratiorby monitoringthe distancechanges
amongthenodepairsin differentreconstructionsif apairof nodes
werefar away from eachotherin the previous reconstructiorand

suddenlybecomeneighborsthelink betweernthemwill be exam-
ined carefullyto preventwormholes.

6 Adaptive Network Visualization

With thereconstructetbpologyandinitial wormholeindicatorval-

ues, we can visualize a wirelessnetwork to monitor and detect
wormholeattacks.In this section we describeour featureelement
selectionandattribute assignmeniethodsgo effectively visualize
alarge scalewirelessnetwork.

Intuitively, we usepointsto representirelessnodes,lines to
strengtherthe network topology and renderingsettingsto reveal
the intrusion detectioninformation. This point-and-linebasedvi-
sualizationmethodis developedto satisfythe real-timerendering
requirementindto provide an effective framework for illustrating
network topologyandsecurityinformation.

Choosinga suitableresolutionis onemajor problemfor visual-
izing a large scalenetwork topology It is dif cult to obsene ary
abnormalitywhentherearealargenumberof pointsandlinesover
lappingon the screen.Multiple renderingresolutionscanbe used
to alleviate this problem. However, it is not practicalfor usersto
adjustthe suitableresolutionmanually sincethe interactionwould
betoo tediousfor areal-timenetwork monitoringtask. Therefore,
we proposeo developa self-adaptedisualizationmethodto auto-
matically selectsamplepointsandlines.

6.1 Feature Points Selection

We selectfeaturepointsbasedon their wormholeindicatorvalues
andlocationinformationto reducethe overlappingissueand pre-
sene major topology features. Next, we discussour ideal point
distancemeasuremertiasedon wormholeindicatorvalues,thelo-
cationinformationcalculation,andour featurepoint selectionpro-
cedure.

Sincethewormholeindicatoris onesigni cant featurefor moni-
toring anddetectingnetwork attackswe usethis valueto adjustthe
ideal point distancefor eachnode. We draw all the pointswhose
indicatorvaluesarelarger thanthe thresholddy;, whichis de ned
in the previouswork [39] andcanbe adjustecby usersandkeepa
large point distanceD; for pointswith low indicatorvalues. This
resultsin alow point densityon smoothersurfacesand more de-
tailed changedor abnormalregions. Practically we use5% of the
renderingspaceNid(th asD;.

DI (1 “2):if wi(v) < dyi
O;if wi(v) dyi

We alsoincludethe locationinformationin the selectionproce-
durefor preservinghenetwork topologyshapeijncludingabound-
ary indicatoranda surfaceroughnessneasurementWe adoptthe
approachproposedby Rao et al. [34] to identify the boundary
nodesof the network and assigntheir boundaryindicatorsto "1'".
We intend to selectthesepoints sincethey are importantto rep-
resentthe shapeof the entire network. For eachnodev in the
reconstructedopology its normaldirection 'v canbe calculated
usingthe best tted planewithin alocal region [39]. If the setof
neighborsof v is representeds Ny, the surfaceroughnesssalue
canbe calculatedusiqg t]he averagenormal direction changesas

roughlv) = a2n, % whereq is the numberof neighbors
in Ny. We intendto keephigherpoint densityfor roughsurfaces,
sincethey aremorelikely to containabnormainformation.

The featurevalue of a nodeis calculatedasthe weightedsum
of the threefactors: wormholeindicator boundaryindicator and
roughnessalue. We keepthe sumof theweightswyi + Wy + wy =
1 for saving the normalizationprocessand we use0:5, 0:3, 0:2
for wwi, Wy andw; respectiely, favoring the wormholeindicator
values.

dis(v) = 2

Feaure(v) = wyi wi(v) + wy boundv) + wy roughlv)  (3)



Figure 5: Point density is reducedto a smallerscalefor clarity through
feature point selection.

The procedureo selectfeaturepointscanbe viewed aschoos-
ing a point subsetthat approximateghe ideal point distancesand
achieresthemaximumfeaturesumvalue. Sinceagreedyalgorithm
producesrery similar resultsin representinghetopologyinforma-
tion, we adopta fastalgorithmby usingthefollowing selectingand
updatingphases.

A nodewith themaximumfeaturevalueis rst selectedhrough
traversingthepointlist andaddedo thefeaturepointset. Then,we
updatefeaturevaluesof all the local pointsby a factoraccording
to the distanced to the selectedooint using Feaure(v) = f(v)
Feaure(v), where

_ Lifd dis(v)
f(v) = (distj(v))z;ifd<di5(") @

Werepeathisprocesauntil all theremainingpointshave beenmod-
i ed atleastby afactorof f( d's‘z(") ). Thisensureshecompleteness
of the network topology

We canfurtheraccelerat¢his selectiomprocesdy selectingnul-
tiple pointsat eachtime. For the pointswhosefeaturevaluesare
largerthand,i=2, we randomlyselectmultiple pointsinto the fea-
ture set. We canalsodirectly usethe point distancefrom the origi-
nal distancematrixin sectionb to accelerat¢his processAs shavn
in Figureb, thepointdensityis reducedo asmallerscalefor clarity.

6.2 Feature Lines Selection

We usefeaturelinesto furtherstrengtherthe topologyinformation
by connectingselectedfeaturepoint pairs. Sincea wirelessnet-
work usuallyforms a highly connectedopology we cannotillus-
trateevery neighborpair becausef theintersectingssue.Instead,
we selecta small numberof lines that canbe usedto enhancehe
majortopologyfeatures.

To generatea succintline draving, we summarizethreecriteria
for selectingfeaturelines.

Intersection:Any two lines shouldnot intersecton a smooth
surface.

Connectity: At leastoneline is connectedo eachfeature
point.

Cell areas: Small areascomposedy the surroundinglines
shouldbe avoidedfor betterrepresentation.

Underthesethreecriteria, we choosdeaturelines by usingDe-
launaytriangulationalgorithm[27]. Our rst two criteriaaresatis-
ed automaticallyandthethird criterioncanbeapproximatedrom
the Delaunaytriangulation sinceit maximizesthe minimumangle
of all thetriangles.Theresultof 3D Delaunaytriangulationrmethod
is usedto selectthe featurelines betweenthe correspondingoint
pairs. As shawvn in Figure6, the selectedeaturelinesenhancehe

mainsurfaceinformationin the network topology

6.3 Attributes Assignment

To effectively visualizethe network featureswe assigntherender
ing attributes, including size, color, and transpareng for the se-
lectedfeaturepointsandlinesaccordingo thewirelessnodeprop-
erties.

Figure 6: The automatically selected feature lines can signi cantly
enhancethe visualized network topology.

Figure 7: The primitive attributes are adjusted for e ectively visualiz-
ing the node properties. Red color suggestspotential attack regions.

The point size is adjustedto representhe local point density
Sincethefeaturepoint selectionprocesshangeshe original point
density we usetheidealfeaturepoint distanceto approximateeal
pointdensity which is decidedfrom thewormholeindicatorvalue.
Here max;ize representshe maximumpoint sizein the rendering
andwe usel0in our system.

( _
sizqyy = L Maize (1 G wiCy) < dy

1if wi(v)  dy

Therefore larger pointsrepresensmoothersurfacesin the visual-
ization; while smallerpointsindicatemore abruptchangesn the
topology

Thepointcoloris assignedrom blueto redto revealthe worm-
holeindicatorvaluefrom low to high.

(®)

color(v) = wi(v) Creg+ (1 wi(V)) Cpiue (6)

The point transpareng is also calculatedfrom its indicator as
wi(V) P, sincethe usersaremostinterestedn the potentialattacled
regions. R is setas 1:5 in our implementation. The transparent
pointsalsoallow the usersto seethrougha comple topology as
shavn in Figure?.

Theline attributesaresimply adjustedaccordingo theattributes
of the neighborpoints, sincewe mainly usetheir positionsto sug-
gestthe network topology Their color andtransparengareinter
polatedlinearly betweenthe two connectingpoints. We usethe
samethin line width to renderall thelinesfor theleastoverlapping.

7 Interactive Wormhole Detection

We proposeo integrateinteractve visualizationwith intrusionde-
tectionalgorithmsto acceleratéhe detectionprocessandimprove
the algorithm accurag. Our previous work achieves a high suc-
cesgatioatdetectingvormholeattacksn anexperimentakrviron-
ment. Problemsoccurwhenwe apply the mechanisnio networks
atalargerscale.As shavn in Figurell (a), the detectionaccurayg
candecreasedrasticallywith anincreasingervironmentcompleity
causeddy multiple attaclers. Therefore we developaninteractve
visualizationsystemto handletheselarge, complex wirelessen-
vironments. The following describesour interfacedesignand an
interactive detectionprocedurdor wormholedetections.



Figure 8: Our wormhole detection interface. The left top locatesthe
history window, left bottom includes parameter window and topology
interaction window, and the right lists the identities and information
of the potential attackers.

7.1 Interface Design

We combinethe tasksof monitoring and detectingwormhole at-
tacksinto oneuniquesysteminterface. Our basicideais to visual-
ize the network topologyand potentialattacksin a mannerthatis
corvenientfor usersto associateall therelevantinformation.

As shawvn in Figure8, our interfaceis composedf threewin-
dows: topologywindow (bottom middle), target window (right),
and history window (top left). The topology window visualizes
the currentnetwork topology where userscan interactwith the
topology with several routine tasks,including zooming, rotating,
andselectingregion-of-interest.The targetwindow lists the nodes
whosewormholeindicatorvaluesarelargerthanthe thresholddy;.
We also collect the information of eachnode for analysis,such
asneighborrelationshipstrafc history, etc. On the top left, we
arrangea historywindow thatillustratesthe network topologiesof

the previousseveraltime stepsfor observinghetopologychanges.

7.2 Interactive Detection

To handlea large, comple network environment,we needto inte-
grateuserinteractionwith our wormholedetectionandvisualiza-
tion methods.Our approachis to usethe userinputsto guidethe
automaticdetectionprocedureor furtheranalysis.This allows the
usersto achiese a high successatio with only a limited amountof
simpleinteractions.

During the detectionthe usersareonly requiredto drav a cube
roughlyaroundtheir region-of-interest.This cubeis locatedby the
left, back,top cornerandtheright, front, bottomcorner Thesetwo
3D pointscanbe speci ed throughthe combinedinputsof mouse
movementandhot keys. Generally only several operationsarere-
quiredto achieve a satisfyingdetectiorresult.

Oncetheregion-of-interesis located the systemwill automati-
cally procesdheinteractioninformation, provide detailedanalysis
results,and usethis informationto updatethe network topology
for further detection. Let us de ne the nodeswithin the region-
of-interestascandidatenodes.Sincetheseuserselecteccandidate
nodesmay indicatethe existenceof wormholeswe proposea pro-
gressve procedurdo analyzethemautomatically

First,we reconstructhe network topologywithoutall thecandi-
datenodesandcalculatethe stressvalues; of MDS.

Second,we sort all the candidatenodesin a decreasingrder
basedon their numbersof neighbors.A nodewith the maximum
neighbornumberwill be addedbackinto the network andwe use
incrementalMDS to fastreconstructa new topology which pro-
duceshestressvaluesy.

Third, the changebetweenthe currentand previous topologies

is measuredy usingtheir stressvaluesas % If the changeis
belov athreshold(10%),the candidateointis viewedasa “good”
node,will be addedbackto the network, andwe go backto step
2. Otherwise at leastoneof its neighborconnectiondelongsto a
wormhole.We continueto step4.

Fourth,sinceall the neighborconnection®f the candidatepoint
areindependentywe reconstructhe network topologyusingincre-
mentalMDS by addingeachneighborline backand comparethe
topologychangefrom the previous step. For eachline causingthe
stressvalueto increasebeyondthethreshold awarningpaclet will
be sentto bothnodesconnectedy thisline to indicatethatthisis a
falseconnectiorandshouldbe remosedimmediately

Figure9 illustratesour detectionprocedurewhich successfully
analyzesandidenti es all the attacled regionsin a distortednet-
work topology Only several simpleuserinteractionsareinvolved
in handlingcomple« wormholeattacks.

8 Experimental Results

The detectionaccurag of the proposedmechanismis evaluated
throughsimulation.We usethenetwork simulatorns? [1], whichis
widely adoptedby thewirelessnetworking investigators.To enable
thecomparisorbetweerlVoW andMDS-VoW anddemonstratéhe
improvementswe adopta relatively small scalewirelessnetwork.
We assumethat 600 nodesare randomly and roughly uniformly
deplo/edin asquareareawith thesizeof 2km  2km. Thecommu-
nicationrangeamongwirelessnodesis r = 180m andthe average
degreeof connectvity is 10.35.

The samenetwork topologyandwormholeattackscenariosare
providedto both mechanismsThe detectionaccurag is measured
by thefalsealarmrate. Two parametergreof specialinterest:the
fraction of detectedwormholes,andthe numberof real neighbor
connectionghat are wrongly labeledas wormholes. Every data
pointin thefollowing gures representshe averagevalueover 15
trials underdifferentnetwork setups.

8.1 Robustness against Distance Estimation Errors

Sincethe network reconstructioris conductedbasedon the mea-
sureddistancesamongwirelessnodes,the measuremerdccuray
hasa directimpacton the detectioncapability In our simulation,
we modelthe distanceestimationerrorsas uniform noises. If the
accuratedistancebetweentwo nodesis d (d  r) andthe error
rate is ey, a randomvalue dravn from the uniform distribution
[d (1 ey); min(r;d (1+ ey))] will beusedasthe measured
distance We examinedifferentvaluesof e, from 0 to 80%. We as-
sumethatonewormholeexistsin thenetwork andthevictims of the
attackarerandomlyselected.The simulationresultsareillustrated
in Figure10.

The resultsshav that VoW greatlyimprovesthe detectionac-
curay whenthedistanceestimatiorerrorsarerelatively large. The
improvementsare primarily realizedthroughthe userinteractions.
They take advantageof the expertiseand judgementf the user
to drasticallyreducethe size of the suspiciousareasothata more
complicateddetectionmethoddescribedn section7.2 canbe ap-
pliedto alocalizednetwork.

8.2 Detection Accuracy under Multiple Wormholes

Oneof theadvantage®f IVoW is thatit candetectthefake neigh-
borconnectionsvhentherearemultiple wormholesn thenetwork.
In the secondgroupof experimentswe x thevalueof ey, at40%
and examine the detectionaccurag of the proposedmechanism
whenthenumberof wormholeschangesThevictims of theattacks
arerandomlyandindependentlygelectedislong asthedistancebe-
tweenthetwo endsof awormholeis longerthanthecommunication
range.Theresultsareillustratedin Figurel1.

The improvementsare more olvious in this group of experi-
ments. Throughthe userinteractionsthe detectionprocedurecan



Figure 9: The interactive wormhole detection procedure is showvn
from top to bottom with two views for each user input and the
consequentdetection result. A user simply draws a transparent red
cube around a potential attack region and a progressivealgorithm is
performed to analyzethe details.
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Figure 10: Detection accuracy of IVoW under di erent distance es-
timation error rates.

locatethe suspiciousareagmoreaccuratelyandtheimpactsof mul-

tiple wormholeson the detectionaccuray arereduced.Fromthe
resultsin Figure10 and11, we nd thatthe userinteractionscan
improve boththewormholedetectionef ciency andaccurag, and
the proposedmechanisnis robust againstthe distanceestimation
errorsandmultiple wormholes.

9 Conclusions and Future Work

In this paper we proposean approachthat integratesvisual rep-
resentationuserinteraction,and automaticanalysisalgorithmsto
defendagainstwormholeattacksn wirelessnetworks. Throughin-
tegrating interactive visualizationinto multiple stepsof IVoW in-
cluding representationmonitoring, and detection,we shav that
visualizationcannot only be usedto improve informationunder
standing,but also be combinedwith domainknowledgeand user
expertiseto solve problemsthroughvisualanalysis.

While thedetectiorof onekind of attackis investigatedin depth,
the basicideaspresentederecanbe extendedto dealwith other
aspectof network security For example,the anomaliedn the lo-
calizedneighborrelationscausedy thefake identitiescanbe used
to detectSybil attacks. If the reconstructedetwork topologyis
monitoredtogetherwith the trafc o ws, the black holesof data
transmissiorin wirelessnetworkscanbelocated.Thevisualization
techniquesndinteractioninterfacessnableheuserso analyzeand
managehenetworkswith aneverincreasingscaleandcompleity.
Furthermoredirectly applying the network topology information
to attackdetectionavoids the overheadandinaccurag causedoy
theparametemeasuremergrocedures.

To betterevaluatethe proposedapproachwe will investicateits
detectionaccurag by applyingit to real large scalewirelessnet-
work environmentssuchasundervater sensometworks, in which
thenodescanmove freely in 3D spacesWe planto investigatevi-
sualizationof otherattacksbasedon the connectiity information
amongwirelessnodes. A moregenericattackdetectionframeavork
integrating visualizationand interactiontechniqueswill be devel-
opedto enforcewirelessnetwork security
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