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Abstract

Wormholeattacksin wirelessnetworkscanseverelydeterioratethe
network performanceandcompromisethe securitythroughspoil-
ing the routing protocols and weakening the security enhance-
ments. This paperdevelops an approach,Interactive Visualiza-
tion of Wormholes(IVoW), to monitor anddetectsuchattacksin
large scalewirelessnetworks in real time. We characterizethe
topology featuresof a network underwormholeattacksthrough
thenodepositionchangesandvisualizetheinformationatdynami-
callyadjustedscales.Weintegrateanautomaticdetectionalgorithm
with appropriateuserinteractionsto handlecomplicatedscenarios
that includea large numberof moving nodesandmultiple worm-
hole attackers. Variousvisual forms have beenadoptedto assist
theunderstandingandanalysisof thereconstructednetwork topol-
ogy andimprove thedetectionaccuracy. Extendedsimulationhas
demonstratedthattheproposedapproachcaneffectively locatethe
fake neighborconnectionswithout introducingmany falsealarms.
IVoW doesnot requirethewirelessnodesto beequippedwith any
specialhardware,thusavoiding any additionalcost. Theproposed
approachdemonstratesthatinteractivevisualizationcanbesuccess-
fully combinedwith network securitymechanismsto greatly im-
prove theintrusiondetectioncapabilities.

Keywords: Interactive Detection,WormholeAttacks,Visualiza-
tion onNetwork Security, WirelessNetworks,TopologyVisualiza-
tion

Index Terms: C.2.0 [Computer-CommunicationNetworks]:
General—Securityand protection; H.5.2 [Information Systems]:
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1 Intro duction

Intrusion DetectionSystem(IDS) in wirelessnetworks [42] has
playedan importantrole in network securityby providing an ad-
ditional level of protectionto the network topology and applica-
tions beyond the traditionalsecuritymechanismssuchasencryp-
tion andauthentication.It detectstheattacksandisolatesthema-
licious nodesby matchingthepatternsof known intrusionsor dis-
coveringtheanomalies[5, 12,13, 16] in thenetwork activities. Its
applicationenvironmentscoveralmostall wirelessnetworkingsce-
nariossuchasadhocnetworks[42], wirelessLANs [8], andsensor
networks[5, 12]. A goodsurvey canbefoundin [43].

With thefastincreasesin thescale,availablebandwidth,andpro-
tocoldiversityin wirelessnetworks,theintrusiondetectionmecha-
nismsmustdiscover thepatternsof theknown attacksor theanom-
aliescausedby the unknown intrusionsfrom a continuous,multi-
variatedata�o w in real time. Therefore,effective representation
of thedatais essentialfor usersto understandthehiddeninforma-
tion andfor IDS to preserve thedetectionaccuracy andef�ciency.
Visualizationtechniques,which enablethe derivation of insights
from massive anddynamicdata,provide a powerful tool to satisfy
theserequirements.In additionto informationrepresentation,the
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Figure 1: Visualization for wormhole detection. The two red circles
indicate suspicious regions. We have combined interactive visual-
ization into the wormhole monitoring, representation, and detection
processesto analyzethe potential wormhole attack regions in a large
scalewirelessnetwork.

visualizationtechniquesalsoprovide highly interactive interfaces
to acceleratevisualanalytics.Therehasbeenpioneerresearchon
visualizationfor computersecurity. Theadoptedmethodsinclude
multiresolutionof thedatadetails[2], visualcorrelationamongdif-
ferentpartsof thedata[14, 35], andtime-varyingpatterns[15, 28].

Most of the existing IDS approachesdependon the measure-
mentsof somenetwork parameters(e.g. packet delivery ratio, end
to enddelay) to identify the attacks. Therefore,the detectionca-
pabilitieswill berestrictedby theacquiringdelayandaccuracy of
thesemeasurements.Sincemany attackson wirelessnetworkstar-
getat thenetwork topology(e.g. neighbordiscovery androuting),
new approachesareexpectedto detectsuchattacksbasedon more
direct“evidences”.

In thispaper, weexplorethedevelopmentof approachesthatcan
detectattackson wirelessnetworksdirectly basedon their impacts
on thenetwork topology. To demonstratetheproposedmethod,we
choosea speci�c attack,wormholeattack[10, 18, 30], as the re-
searchproblem. In a wormholeattack,the maliciousnodeswill
tunnel the eavesdroppedpackets to a remoteposition in the net-
work andretransmitthemto generatefake neighborconnections,
thusspoilingtheroutingprotocolsandweakeningsomesecurityen-
hancements.Theimpactsof wormholeattacksonthereconstructed
topologyof a 2D wirelessnetwork areillustratedin Figure1. The
simulationresultsin [17, 21] have shown thatwhentherearemore
than two wormholesin the network, more than 50% of the data
packetswill be attractedto the fake neighborconnectionsandget
discarded.

A preliminaryapproach,MDS-VoW, to wormholedetectionus-
ing visualizationtechniqueswasproposedby WangandBhargava
in [39]. The approachusesmultidimensionalscaling (MDS) to
reconstructthe topology of a wirelessnetwork and locatesthe
wormholesandfake neighborconnectionsby identifying the dis-
tortionsin thereconstructionresult.Althougheffective asa proof-
of-conceptprototype,MDS-VoW hasseveralde�ciencieswhenit is



appliedto realwirelessenvironments.First, theauthorsonly eval-
uateMDS-VoW in a network containinga few hundredsof nodes.
Its performanceand accuracy in a larger scaleenvironment(e.g.
thousandsof nodes)remainundetermined.Second,MDS-VoW as-
sumesthat all nodesarestatic. Therefore,its detectioncapability
in mobilewirelessnetworkshasnot beeninvestigated.Finally, the
experimentalresultsfocuson the scenarioswhenonly oneworm-
holeexistsin thenetwork while theresearchin [17,21] hasdemon-
stratedthatmultiplewormholesputmoresevereimpactsonthenet-
work performance.

The methodintroducedin this paper, Interactive Visualization
of Wormhole(IVoW), provides a visual approachthroughwhich
theuserscandetectmultiple wormholesin a largescale,dynamic
wirelessnetwork. It �rst reconstructsthe network topologybased
onthemeasureddistancesamongneighboringnodes.To reducethe
network reconstructionoverheadcausedby nodemovement,incre-
mentalmultidimensionalscaling[4, 40] is adopted.Adaptablerep-
resentationof thereconstructionresultwith attack-dependentlevel-
of-detailwill assisttheusersto identify the“suspiciousareas”un-
derwormholeattack.Multiple roundsof detectionwith false-alarm
reductionmethodswill help improve thedetectionaccuracy when
multiplewormholescoexist in thesystem.

As wewill demonstrate,theproposedvisualizationapproachcan
effectively identify the fake neighborconnections.The contribu-
tionsof theresearchcanbesummarizedasfollows: (1) Wecharac-
terizethetopologyfeaturesof thenetwork underwormholeattacks
andpresenta real time visualizationapproachto effectively visu-
alize andmonitor topologychanges.(2) We integrateinteractive
visualizationinto multiple stepsof intrusiondetectionprocedures,
includingmonitoring,detection,andrepresentation.Thisapproach
signi�cantly acceleratesthe detectionprocedureby taking advan-
tageof the visual analysisabilities of humanexpertise. (3) IVoW
directly usesthe topology information to detectattackson wire-
lessnetworks, thusavoiding the overheadand inaccuracy caused
by the network measurements.(4) The proposedapproachdoes
not dependon any specialhardware,thusavoiding any additional
deploymentcost.

The remainderof the paperis organizedas follows: Section2
providesthebackgroundof wirelessnetworking,how wormholeat-
tacksareconducted,andtheresearchchallenges.Section3 reviews
the previous researchefforts that contribute to our approach. In
section4, anoverview of IVoW is described.Threeprincipalcom-
ponentsof theproposedmechanism,ef�cient network reconstruc-
tion,adaptivevisualization,andinteractivewormholedetection,are
describedin detail in section5, 6, and7, respectively. Section8
presentstheexperimentalresults.Finally, section9 concludesthe
paperanddiscussesfutureextensions.

2 Background

In a wirelessnetwork, the nodescommunicatewith eachother
throughradio transmissions.A simpli�ed model to describethe
connectivity amongwirelessnodesis the unit disk graph[9]: a
pair of nodesu and v can directly communicateto eachother if
the Euclideandistancebetweenthemis shorterthanr, wherer is
de�ned asthecommunicationrange.Sincetheneighborrelations
amongwirelessnodesmaychangebecauseof variousreasonssuch
asnodemovement,devicemalfunction,batteryexhaustion,andun-
reliabletransmissionmedium,a nodemustbeableto detectits ac-
tiveneighborsdynamically. A widely adoptedapproachis to let the
mobilenodeperiodicallybroadcasta shortmessagecontainingits
identity (called `beacon'packet) and the neighborsreceiving this
packet will addthenodeinto theneighborlists. Theawarenessof
localizednetwork topologyandroutechoicesareusuallybasedon
thecorrectestablishmentof andupdatesto theneighborlist.

The featuresof wirelesscommunicationenablethe malicious
nodesto conductwormholeattacks.As shown in Figure2, whena
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Figure 2: Wormhole attack between a pair of nodes u and v.

legitimatenodeu in thenetwork sendsout a beacon,themalicious
nodeM1 canuseits antennato eavesdropthepacket, andtunnelit
througha dedicatedlong rangechannelto its colluderM2. When
M2 retransmitsthe beacon,anotherlegitimatenodev will receive
this packet andaddu into its neighborlist. Fake neighborconnec-
tions aregeneratedthroughwormholes. Later whendatapackets
needto go throughthewormhole,themaliciousnodesmaychoose
to discardthem. Therefore,a wormholefabricatesa fake connec-
tion betweenu andv thatis underthecontrolof theattackers.

Wormhole attacksare dif�cult to detect since the malicious
nodesonly eavesdropand retransmitthe beacons.The adoption
of astrongerencryptionor authenticationmethodwill notsolve the
problemsincetheattackersactasthecloneof thelegitimatenodes.
At the sametime, the fake “short” pathbetweenu andv may at-
tractmany datapacketsfrom theirneighborhood,thusdeteriorating
the delivery ratio and network performance.Therefore,new ap-
proachesmustbedevelopedto stoptheseattacks.

3 Related Work

3.1 MDS and Its Applications in Wireless Networks

Multi-dimensionalscaling was originally a techniquedeveloped
in the behavioral and social sciencefor studyingthe relationship
amongobjects.The inputsto MDS arethemeasuresof thediffer-
enceor similarity betweenobjectpairs[11]. Theoutputof MDS is
alayoutof theobjectsin alow-dimensionalspace.In thispaper, the
input is thedistancematrixbetweenthewirelessnodes.Themech-
anismcanreconstructthe network andcalculatea virtual position
for everynode.WeadopttheclassicalmetricMDS in theproposed
mechanismsincethedistancesaremeasuredin a Euclideanspace.
Moredetailsof MDS canbefoundin [11] and[38].

MDS hasbeenadoptedto solve thelocalizationandpositioning
problemsin wirelessnetworks. In [37], a solutionusingclassical
metricMDS is proposedto achieve localizationfrom mereconnec-
tivity information. The algorithmis morerobust to measurement
errorsandrequiresfewer anchornodesthanprevious approaches.
A distributed mechanismfor sensorpositioningusing MDS has
beenpresentedin [19]. It developsa multi-variateoptimization-
basediterative algorithmto calculatethe positionsof the sensors.
Anotherapproach[6] to sensornetwork localizationadoptssemi-
de�nite programmingrelaxationto minimize the errorsfor �tting
thedistancemeasurements.

3.2 Wormhole Detection in Wireless Networks

Wormholeattacksonmobilewirelessnetworkswereindependently
discoveredin [10], [18], and[30]. Below we describeseveral ap-
proachesthathavebeendevelopedto defendagainstsuchattacks.

If thewirelessnodesareequippedwith directionalantennas[17],
a pair of nodescanexaminethe directionsof the received signals
from eachotherandasharedthird nodeto con�rm theneighborre-
lation. In [18], extrainformationis addedinto apacketto restrictits
transmissiondistance.In geographicalleashes,the locationinfor-
mationandlooselysynchronizedclockstogetherverify theneigh-
bor relation. In temporalleashes,thepacket transmissiondistance
is calculatedbasedon the propagation delayandsignal transmis-
sionspeed.In additionto theapproachusingscienti�c visualization



[39], a wormholepreventionmechanismbasedon graphtheoryis
proposedin [31]. Using thegeometricrandomgraphsinducedby
the communicationrangeconstraintof the nodes,the researchers
presentthe necessaryand suf�cient conditionsfor detectingand
defendingagainstwormholes.They alsopresenta defensemecha-
nismbasedon localbroadcastkeys.

3.3 Distance Estimation between Wireless Nodes

SinceMDS usesthemeasureddistancesamongwirelessnodesthat
canheareachotherasinputsto reconstructthenetwork, weshortly
introduceseveral distanceestimationmethods.The existing solu-
tions includeusingreceived signalstrength[22], Time-of-Arrival
andTimeDifferenceof Arrival [32, 36], andtriangulation[29].

Onepoint thatwe have to clarify is that themeasureddistances
cannotbedirectly usedto preventwormholes.For example,if the
receivedsignalstrengthis usedto estimatethedistance,thereceiver
cannotdistinguishtheresentpacketfromtherealbeacon.Similarly,
if thenodesusethepropagationdelayof acousticsignalstomeasure
thedistance,themaliciousnodescaneasilyhidethetunnelingdelay
if radiotransmissionis usedin thewormhole.

3.4 Visualization for Computer Security

With the fastdevelopmentof computersecuritymechanisms,the
scaleandcomplexity of thesecuritydataput ever-increasingchal-
lengesto the representationandunderstandingof the information.
Visualizationtechniqueshave beenadoptedby the researchersto
bridgethe gap. For example,it is usuallydif�cult for the system
administratorsto reada text-basedlog �le recordingthetraf�c pat-
ternsandanomaliesthat happenedin the pasttwenty-fourhours.
The researchershave developedmechanismsthat can provide an
overview of the traf�c patternsof thousandsof hosts[3]. The lat-
est approachesprovide a more scalablerepresentationcapability
thatcancover multiple class-BIP addressrangesandtheintrusion
alarmsin them[2, 20,23].

Network scansareprobablythemostcommonandversatilein-
trusions. Researchershave developeda visualizationmethodol-
ogy to characterizethe scansbasedon their patternsandwavelet
scalograms[28]. Another approachuses IP addressand port
numberhistographsto detectand analyzethe scanattacks[35].
VisFlowConnect-IP[41] achieves detectionof anomaloustraf�c
througha link-basednetwork �o w visualizationtool.

Undermany conditions,thesecuritydataacquiredfrom different
methodsmustbe investigatedjointly to improve the detectionac-
curacy andef�ciency. Theresearchefforts in [14] provide a visual
correlationbetweenthehostprocessesandnetwork traf�c. In both
[28] and[35], theapproachescanidentify thesimilarity amongdif-
ferentscanattacksor NetFlow signatures.

Whilemany visualizationapproachestonetworksecurityrequire
large amountsof �nely detailed,high-dimensionaldata, several
mechanismsfocuson thebig picture.For example,themechanism
in [25] takesverycoarselydetaileddatato helpuncover interesting
securityevents. The mechanismin [33] overcomesthe scalability
issuesinherentin visualizingmassive networks throughsampling.
In [15], low level textualdataareprovidedin thecontext of ahigh-
level, aggregatedgraphicaldisplay. Disparatelogsarealsovisual-
izedto show thecorrelationof network alertsbasedonwhat,when,
andwhere[24].

4 Overview

An overview of IVoW is illustratedin Figure3. After deployment,
a wirelessnodewill estimatethe distancesto the othernodesthat
it canhearandsendthemeasurementresultsto IVoW. Somefake
neighborconnectionsthroughwormholesmay be included. En-
cryptionandauthenticationmethodscanbeadoptedto protectthe
integrity of theinformationandpreventimpersonation.

Figure 3: System overview: A distance matrix (a) acquired from a
large scalewirelessnetwork is usedto reconstruct the 3D positions of
the nodesusing incremental MDS method (b), and modi�ed through
our feature point sampling (c), feature line selection (d), primitive
assignments(d), and interactive detection (e) to defend against the
wormhole attacks (f ).

The proposedapproachwill usethe measurementsto build the
distancematrix andreconstructthenetwork topologyusingincre-
mentalMDS. A normalizedwormhole indicator valuewill becal-
culatedfor every nodeto identify those“suspiciousareas”under
wormholeattack(section5).

Whenthescaleof thenetwork andnumberof nodesareconsid-
ered,theusermaybeoverwhelmedby theinformationin thevisu-
alization. We integratethe featureelementselectionandattribute
assignmentmethodsto develop an adaptive visualizationmethod.
Only a partof carefullychosennodesandtheir neighborrelations
areillustratedwhile the network topologyis preserved so that the
suspiciousareasunderattackcanbeeasilylocated(section6).

Theproposedmechanismtakesadvantageof theexpertiseof the
usersto acceleratethewormholedetectionprocedureandimprove
the accuracy. A setof interactioninterfacesaredesignedto allow
the usersto identify the suspiciousareasandactivatemorecom-
plicateddetectionmethods.Therefore,interactivevisualizationnot
only helpsimproveinformationunderstandingbut alsoassistsprob-
lemsolvingthroughvisualanalysis(section7).

5 E�cient Network Reconstruction

5.1 Fast Network Reconstruction

TheproposedmechanismusesMDS to reconstructthenetwork lay-
out. First,everypairof nodesthatcanheareachotherwill estimate
the distancebetweenthemandreportit to IVoW. The mechanism
will calculatethe averagevalueandput the result at the suitable
positionsin thedistancematrix. After that,aclassicalshortest-path
algorithm,suchasDijkstra'salgorithm,canbeusedto calculatethe
shortestdistancebetweenevery nodepair. Using thedistancema-
trix, MDS canrebuild thenetwork anda virtual positionfor every
nodewill begenerated.

Thecomputationcomplexity of traditionalMDS isn3 whenthere
aren nodesin thenetwork. If IVoW reconstructsthewholenetwork
from scratchafterevery neighborrelationchange,thecomputation
overheadwill becomeoverwhelmingwhenn is large,thusimpact-
ing the scalabilityandef�ciency of the proposedmechanism.To
achieve ef�cient network reconstruction,we proposeto adoptthe
incrementalMDS proposedin [4, 7, 26, 40].

The fast network reconstructionmethodis basedon [7, 26],
whosecomputationcomplexity is n2. Sincethe distancesamong
wirelessnodesseldomexperienceradicalchanges,thereconstruc-
tion resultof thepreviousroundis agoodinitial layoutof thenodes.
Singlescalingwill thenbeexecutedfor thenodeswhoseneighbor
relationschange.The �nal steprunsseveralMDS iterationsupon
the entirenodesetto re�ne their positions. An exampleof incre-
mentalMDS is illustratedin Figure4.



Figure 4: Example of incremental MDS: a pair of nodesslowly move
to each other, thus leading to changesin network topology.

5.2 Estimating Wormhole Indicato r Value for Wireless
Nodes

Theanalysisin [39] hasshown that thewormholescanbeviewed
asanextra forcethatwill leadto thedistortions:thedistancesand
anglesamongtheneighboringnodesin the reconstructednetwork
will beverydifferentfrom thevaluesin thereallayout.Subsequent
research[21] hasshown that the distortionsin anglescanbe used
to locatethefakeneighborconnections.

For every angleformedby threeneighboringnodesu1, u2, and
v with v asthevertex, two valuescanbedetermined:(1) qM� u1vu2,
which canbe calculatedbasedon the measureddistancesamong
them;(2) qR� u1vu2, which canbe acquiredfrom the reconstructed
network. Thedistortionsin anglescanbemeasuredby thediffer-
encebetweenthesetwo values.

We de�ne a new variable wormhole indicator (wi) for every
nodev basedon thedifferencesin angles:

wormhole indicator(v) =
å qdi f f � uivuj

q(q� 1)
; (i; j = 1� � � q; i 6= j)

qdi f f � uivuj =
�

0; i f jjqM� uivuj � qR� uivuj jj � qth;
1; i f jjqM� uivuj � qR� uivuj jj > qth: (1)

wherev, ui andu j areneighbors,andq is thedegreeof connectiv-
ity of v. Fromthede�nition we �nd thatwormhole indicator is a
normalizedvariablewith thevaluerange[0,1].

qth in equation1 representsthe thresholdthat is usedto distin-
guishthechangesin anglescausedby thedistancemeasurementin-
accuracy from thedistortionscausedby thewormholes.We adopt
a format of c � derr

0:5r for qth, in which derr representsthe distance
measurementinaccuracy, r is thecommunicationrange,andc is a
constant. When the distanceestimationerrorsarenot large, derr

0:5r
roughly describesthe changein anglescausedby the inaccuracy.
Our simulationshows thata valuenot smallerthan4 shouldbeas-
signedto c to preserve thedetectionaccuracy.

While thewormholeindicator valuesmeasuretheimpactsof the
wormholeswithin asinglenetwork reconstruction,wealsotakethe
time factor into considerationby monitoringthe distancechanges
amongthenodepairsin differentreconstructions.If apairof nodes
werefar away from eachotherin the previous reconstructionand

suddenlybecomeneighbors,the link betweenthemwill beexam-
inedcarefullyto preventwormholes.

6 Adaptive Network Visualization

With thereconstructedtopologyandinitial wormholeindicatorval-
ues, we can visualize a wirelessnetwork to monitor and detect
wormholeattacks.In this section,we describeour featureelement
selectionandattributeassignmentmethodsto effectively visualize
a largescalewirelessnetwork.

Intuitively, we usepoints to representwirelessnodes,lines to
strengthenthe network topology, andrenderingsettingsto reveal
the intrusiondetectioninformation. This point-and-linebasedvi-
sualizationmethodis developedto satisfy the real-timerendering
requirementandto provide aneffective framework for illustrating
network topologyandsecurityinformation.

Choosinga suitableresolutionis onemajorproblemfor visual-
izing a large scalenetwork topology. It is dif�cult to observe any
abnormalitywhentherearealargenumberof pointsandlinesover-
lappingon thescreen.Multiple renderingresolutionscanbeused
to alleviate this problem. However, it is not practicalfor usersto
adjustthesuitableresolutionmanually, sincetheinteractionwould
betoo tediousfor a real-timenetwork monitoringtask. Therefore,
weproposeto developaself-adaptedvisualizationmethodto auto-
maticallyselectsamplepointsandlines.

6.1 Feature Points Selection

We selectfeaturepointsbasedon their wormholeindicatorvalues
andlocationinformationto reducethe overlappingissueandpre-
serve major topology features. Next, we discussour ideal point
distancemeasurementbasedon wormholeindicatorvalues,thelo-
cationinformationcalculation,andour featurepoint selectionpro-
cedure.

Sincethewormholeindicatoris onesigni�cant featurefor moni-
toringanddetectingnetwork attacks,weusethisvalueto adjustthe
ideal point distancefor eachnode. We draw all the pointswhose
indicatorvaluesarelarger thanthethresholddwi, which is de�ned
in thepreviouswork [39] andcanbeadjustedby users,andkeepa
large point distanceDl for pointswith low indicatorvalues. This
resultsin a low point densityon smoothersurfacesandmorede-
tailedchangesfor abnormalregions.Practically, we use5% of the
renderingspacewidth asDl .

dis(v) =

(
Dl � (1� wi(v)

dwi
); i f wi(v) < dwi

0; i f wi(v) � dwi
(2)

We alsoincludethe locationinformationin theselectionproce-
durefor preservingthenetwork topologyshape,includingabound-
ary indicatoranda surfaceroughnessmeasurement.We adoptthe
approachproposedby Rao et al. [34] to identify the boundary
nodesof the network andassigntheir boundaryindicatorsto `1'.
We intend to selectthesepoints sincethey are importantto rep-
resentthe shapeof the entire network. For eachnodev in the
reconstructedtopology, its normaldirection �!v canbe calculated
usingthe best�tted planewithin a local region [39]. If the setof
neighborsof v is representedas Nv, the surfaceroughnessvalue
canbe calculatedusing the averagenormaldirectionchanges,as

rough(v) = å u2Nv

(1� �!v ��!u )
2q , whereq is the numberof neighbors

in Nv. We intendto keephigherpoint densityfor roughsurfaces,
sincethey aremorelikely to containabnormalinformation.

The featurevalueof a nodeis calculatedas the weightedsum
of the threefactors: wormholeindicator, boundaryindicator, and
roughnessvalue.We keepthesumof theweightswwi + wb + wr =
1 for saving the normalizationprocessand we use0:5, 0:3, 0:2
for wwi, wb andwr respectively, favoring the wormholeindicator
values.

Feature(v) = wwi � wi(v) + wb � bound(v) + wr � rough(v) (3)



Figure 5: Point density is reducedto a smallerscalefor clarit y through
feature point selection.

The procedureto selectfeaturepointscanbe viewed aschoos-
ing a point subsetthat approximatesthe ideal point distancesand
achievesthemaximumfeaturesumvalue.Sinceagreedyalgorithm
producesverysimilar resultsin representingthetopologyinforma-
tion, weadopta fastalgorithmby usingthefollowing selectingand
updatingphases.

A nodewith themaximumfeaturevalueis �rst selectedthrough
traversingthepoint list andaddedto thefeaturepointset.Then,we
updatefeaturevaluesof all the local pointsby a factoraccording
to the distanced to the selectedpoint usingFeature(v) = f (v) �
Feature(v), where

f (v) =
�

1; i f d � dis(v)
( d

dis(v) )2; i f d < dis(v) (4)

Werepeatthisprocessuntil all theremainingpointshavebeenmod-
i�ed at leastby a factorof f ( dis(v)

2 ). Thisensuresthecompleteness
of thenetwork topology.

Wecanfurtheracceleratethisselectionprocessby selectingmul-
tiple pointsat eachtime. For the pointswhosefeaturevaluesare
larger thandwi=2, we randomlyselectmultiple pointsinto thefea-
tureset.We canalsodirectly usethepoint distancefrom theorigi-
naldistancematrix in section5 to acceleratethisprocess.As shown
in Figure5, thepointdensityis reducedto asmallerscalefor clarity.

6.2 Feature Lines Selection

We usefeaturelinesto furtherstrengthenthetopologyinformation
by connectingselectedfeaturepoint pairs. Sincea wirelessnet-
work usuallyforms a highly connectedtopology, we cannotillus-
trateevery neighborpair becauseof theintersectingissue.Instead,
we selecta small numberof lines that canbeusedto enhancethe
majortopologyfeatures.

To generatea succintline drawing, we summarizethreecriteria
for selectingfeaturelines.

� Intersection:Any two linesshouldnot intersecton a smooth
surface.

� Connectivity: At leastone line is connectedto eachfeature
point.

� Cell areas:Small areascomposedby the surroundinglines
shouldbeavoidedfor betterrepresentation.

Underthesethreecriteria,we choosefeaturelinesby usingDe-
launaytriangulationalgorithm[27]. Our �rst two criteriaaresatis-
�ed automaticallyandthethird criterioncanbeapproximatedfrom
theDelaunaytriangulation,sinceit maximizestheminimumangle
of all thetriangles.Theresultof 3D Delaunaytriangulationmethod
is usedto selectthe featurelinesbetweenthecorrespondingpoint
pairs.As shown in Figure6, theselectedfeaturelinesenhancethe
mainsurfaceinformationin thenetwork topology.

6.3 Attributes Assignment

To effectively visualizethenetwork features,we assigntherender-
ing attributes,including size, color, and transparency, for the se-
lectedfeaturepointsandlinesaccordingto thewirelessnodeprop-
erties.

Figure 6: The automatically selected feature lines can signi�cantly
enhancethe visualized network topology.

Figure 7: The primitive attributes are adjusted for e�ectively visualiz-
ing the node properties. Red color suggestspotential attack regions.

The point size is adjustedto representthe local point density.
Sincethefeaturepoint selectionprocesschangestheoriginal point
density, we usetheidealfeaturepoint distanceto approximatereal
pointdensity, which is decidedfrom thewormholeindicatorvalue.
Heremaxsize representsthe maximumpoint size in the rendering
andweuse10 in oursystem.

size(v) =

(
1+ maxsize� (1� wi(v)

dwi
); i f wi(v) < dwi

1; i f wi(v) � dwi
(5)

Therefore,largerpointsrepresentsmoothersurfacesin thevisual-
ization; while smallerpoints indicatemoreabruptchangesin the
topology.

Thepoint color is assignedfrom blueto redto revealtheworm-
holeindicatorvaluefrom low to high.

color(v) = wi(v) � Cred+ (1� wi(v)) � Cblue (6)

The point transparency is also calculatedfrom its indicator as
wi(v)pt , sincetheusersaremostinterestedin thepotentialattacked
regions. Pt is set as 1:5 in our implementation.The transparent
pointsalsoallow the usersto seethrougha complex topology, as
shown in Figure7.

Theline attributesaresimplyadjustedaccordingto theattributes
of theneighborpoints,sincewe mainly usetheir positionsto sug-
gestthenetwork topology. Their color andtransparency areinter-
polatedlinearly betweenthe two connectingpoints. We usethe
samethin line width to renderall thelinesfor theleastoverlapping.

7 Interactive Wormhole Detection

We proposeto integrateinteractive visualizationwith intrusionde-
tectionalgorithmsto acceleratethedetectionprocessandimprove
the algorithm accuracy. Our previous work achieves a high suc-
cessratioatdetectingwormholeattacksin anexperimentalenviron-
ment. Problemsoccurwhenwe apply themechanismto networks
at a largerscale.As shown in Figure11 (a), thedetectionaccuracy
candecreasedrasticallywith anincreasingenvironmentcomplexity
causedby multiple attackers.Therefore,we developaninteractive
visualizationsystemto handletheselarge, complex wirelessen-
vironments. The following describesour interfacedesignandan
interactivedetectionprocedurefor wormholedetections.



Figure 8: Our wormhole detection interface. The left top locates the
history window, left bottom includesparameter window and topology
interaction window, and the right lists the identities and information
of the potential attackers.

7.1 Interface Design

We combinethe tasksof monitoring and detectingwormholeat-
tacksinto oneuniquesysteminterface.Our basicideais to visual-
ize the network topologyandpotentialattacksin a mannerthat is
convenientfor usersto associateall therelevantinformation.

As shown in Figure8, our interfaceis composedof threewin-
dows: topology window (bottom middle), target window (right),
and history window (top left). The topology window visualizes
the currentnetwork topology, whereuserscan interactwith the
topology with several routine tasks,including zooming,rotating,
andselectingregion-of-interest.Thetargetwindow lists thenodes
whosewormholeindicatorvaluesarelargerthanthethresholddwi.
We also collect the information of eachnode for analysis,such
asneighborrelationships,traf�c history, etc. On the top left, we
arrangea historywindow that illustratesthenetwork topologiesof
thepreviousseveraltimestepsfor observingthetopologychanges.

7.2 Interactive Detection

To handlea large,complex network environment,we needto inte-
grateuserinteractionwith our wormholedetectionandvisualiza-
tion methods.Our approachis to usethe userinputsto guidethe
automaticdetectionprocedurefor furtheranalysis.This allows the
usersto achieve a high successratio with only a limited amountof
simpleinteractions.

During thedetection,theusersareonly requiredto draw a cube
roughlyaroundtheir region-of-interest.This cubeis locatedby the
left, back,topcornerandtheright, front, bottomcorner. Thesetwo
3D pointscanbespeci�ed throughthecombinedinputsof mouse
movementandhot keys. Generally, only severaloperationsarere-
quiredto achieveasatisfyingdetectionresult.

Oncetheregion-of-interestis located,thesystemwill automati-
cally processtheinteractioninformation,provide detailedanalysis
results,and usethis information to updatethe network topology
for further detection. Let us de�ne the nodeswithin the region-
of-interestascandidatenodes.Sincetheseuserselectedcandidate
nodesmayindicatetheexistenceof wormholes,we proposea pro-
gressiveprocedureto analyzethemautomatically.

First,wereconstructthenetwork topologywithoutall thecandi-
datenodesandcalculatethestressvalues1 of MDS.

Second,we sort all the candidatenodesin a decreasingorder
basedon their numbersof neighbors.A nodewith the maximum
neighbornumberwill be addedbackinto the network andwe use
incrementalMDS to fast reconstructa new topology, which pro-
ducesthestressvalues2.

Third, the changebetweenthe currentandprevious topologies

is measuredby usingtheir stressvaluesas s2� s1
s1

. If the changeis
below athreshold(10%),thecandidatepoint is viewedasa“good”
node,will be addedbackto the network, andwe go backto step
2. Otherwise,at leastoneof its neighborconnectionsbelongsto a
wormhole.Wecontinueto step4.

Fourth,sinceall theneighborconnectionsof thecandidatepoint
areindependent,we reconstructthenetwork topologyusingincre-
mentalMDS by addingeachneighborline backandcomparethe
topologychangefrom thepreviousstep.For eachline causingthe
stressvalueto increasebeyondthethreshold,awarningpacketwill
besentto bothnodesconnectedby this line to indicatethatthis is a
falseconnectionandshouldberemovedimmediately.

Figure9 illustratesour detectionprocedure,which successfully
analyzesand identi�es all the attacked regions in a distortednet-
work topology. Only several simpleuserinteractionsareinvolved
in handlingcomplex wormholeattacks.

8 Experimental Results

The detectionaccuracy of the proposedmechanismis evaluated
throughsimulation.Weusethenetwork simulatorns2 [1], which is
widely adoptedby thewirelessnetworking investigators.To enable
thecomparisonbetweenIVoW andMDS-VoW anddemonstratethe
improvements,we adopta relatively smallscalewirelessnetwork.
We assumethat 600 nodesare randomlyand roughly uniformly
deployedin asquareareawith thesizeof 2km� 2km. Thecommu-
nicationrangeamongwirelessnodesis r = 180m andtheaverage
degreeof connectivity is 10.35.

Thesamenetwork topologyandwormholeattackscenariosare
providedto bothmechanisms.Thedetectionaccuracy is measured
by thefalsealarmrate.Two parametersareof specialinterest:the
fraction of detectedwormholes,and the numberof real neighbor
connectionsthat are wrongly labeledas wormholes. Every data
point in the following �gures representstheaveragevalueover 15
trialsunderdifferentnetwork setups.

8.1 Robustness against Distance Estimation Errors

Sincethe network reconstructionis conductedbasedon the mea-
sureddistancesamongwirelessnodes,the measurementaccuracy
hasa direct impacton the detectioncapability. In our simulation,
we modelthe distanceestimationerrorsasuniform noises. If the
accuratedistancebetweentwo nodesis d (d � r) and the error
rate is em, a randomvalue drawn from the uniform distribution
[d � (1� em); min(r; d � (1+ em))] will beusedasthemeasured
distance.Weexaminedifferentvaluesof em from 0 to 80%.Weas-
sumethatonewormholeexistsin thenetwork andthevictimsof the
attackarerandomlyselected.Thesimulationresultsareillustrated
in Figure10.

The resultsshow that IVoW greatly improvesthe detectionac-
curacy whenthedistanceestimationerrorsarerelatively large.The
improvementsareprimarily realizedthroughtheuserinteractions.
They take advantageof the expertiseand judgementsof the user
to drasticallyreducethesizeof thesuspiciousareaso thata more
complicateddetectionmethoddescribedin section7.2 canbe ap-
plied to a localizednetwork.

8.2 Detection Accuracy under Multiple Wormholes

Oneof theadvantagesof IVoW is that it candetectthefake neigh-
borconnectionswhentherearemultiplewormholesin thenetwork.
In thesecondgroupof experiments,we �x thevalueof em at 40%
and examine the detectionaccuracy of the proposedmechanism
whenthenumberof wormholeschanges.Thevictimsof theattacks
arerandomlyandindependentlyselectedaslongasthedistancebe-
tweenthetwoendsof awormholeis longerthanthecommunication
range.Theresultsareillustratedin Figure11.

The improvementsare more obvious in this group of experi-
ments.Throughtheuserinteractions,thedetectionprocedurecan



Figure 9: The interactive wormhole detection procedure is shown
from top to bottom with two views for each user input and the
consequent detection result. A user simply draws a transparent red
cube around a potential attack region and a progressivealgorithm is
performed to analyze the details.
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Figure 10: Detection accuracy of IVoW under di�erent distance es-
timation error rates.

locatethesuspiciousareasmoreaccuratelyandtheimpactsof mul-
tiple wormholeson the detectionaccuracy arereduced.From the
resultsin Figure10 and11, we �nd that the userinteractionscan
improve boththewormholedetectionef�ciency andaccuracy, and
the proposedmechanismis robust against the distanceestimation
errorsandmultiplewormholes.

9 Conclusions and Future Work

In this paper, we proposean approachthat integratesvisual rep-
resentation,userinteraction,andautomaticanalysisalgorithmsto
defendagainstwormholeattacksin wirelessnetworks.Throughin-
tegrating interactive visualizationinto multiple stepsof IVoW in-
cluding representation,monitoring, and detection,we show that
visualizationcannot only be usedto improve informationunder-
standing,but alsobe combinedwith domainknowledgeanduser
expertiseto solveproblemsthroughvisualanalysis.

While thedetectionof onekind of attackis investigatedin depth,
the basicideaspresentedherecanbe extendedto dealwith other
aspectsof network security. For example,theanomaliesin the lo-
calizedneighborrelationscausedby thefake identitiescanbeused
to detectSybil attacks. If the reconstructednetwork topology is
monitoredtogetherwith the traf�c �o ws, the black holesof data
transmissionin wirelessnetworkscanbelocated.Thevisualization
techniquesandinteractioninterfacesenabletheuserstoanalyzeand
managethenetworkswith anever-increasingscaleandcomplexity.
Furthermore,directly applying the network topology information
to attackdetectionavoids the overheadandinaccuracy causedby
theparametermeasurementprocedures.

To betterevaluatetheproposedapproach,we will investigateits
detectionaccuracy by applying it to real large scalewirelessnet-
work environmentssuchasunderwatersensornetworks, in which
thenodescanmove freely in 3D spaces.We planto investigatevi-
sualizationof otherattacksbasedon the connectivity information
amongwirelessnodes.A moregenericattackdetectionframework
integratingvisualizationandinteractiontechniqueswill be devel-
opedto enforcewirelessnetwork security.
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