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Introduction to Security

Internet environment

Information security addresses:

=« Confidentiality
» E.g. illegal access to secret information

=« Integrity
» E.g. illegal addition/deletion/modification of data
» E.g. perform illegal operations
» E.g. nonrepudiation

= Availability

» E.g. Severely load the system so that the system cannot perform normal
functions

»  Usability
» Appropriate use of information




Requirements for Electronic
Business Transactions

I
= Authentication of transacting partners

= Am I dealing with the one who claim to be

= Once authenticated, business evaluations become possible
= credit history (report), bank verifications

= Data integrity

= any change to data are detected by receiver
= Non-repudiation

= can not deny if one issued a transaction
= Confidentiality

= keep transactions to only transacting partners

How can We Meet these Requirements?

: Solutions: cryptography-based technologies
= Cryptography for
« authentication
= private key of cryptography is the evident you are who you claim to be
» you are the only one who has that key
« data confidentiality
= data encrypted prevents eavesdrops by others
= non-repudiation
= the data is encrypted with your key, you can not deny you did not send it
» you are the only one who has that encryption key
= it is typically called encryptedly signed (digital signature)
= Message digest for
« data integrity
= run a “checksum” over the data & encrypt it
= changing data will be detected by the encrypted “checksum”
» others can not decrypt the checksum




Cryptography

s Concept: Secret writing
= communicating in secret writing
« prevent others from reading your message
= Process
= encrypt messages before send
« decrypt message after receive
» secret writing can not be read by others
s Keys
« encryption and decryption is private knowledge
« it is computationally difficult to break encryption/decryption
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Key-based Cryptography

I- Encryption/Decryption with keys
= computationally difficult without keys
= Two types

= private key or symmetric key cryptography
= one key used for encryption and decryption
= key has to be kept secret between partners
« how to distribute the shared private key is a problem

= public key or asymmetric key cryptography
= a pair of keys for encryption and decryption

= each partner has a pair of keys
= it keeps one key private to itself & publishes another for others to use
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Using Cryptography
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Cryptographic hash function

= A hash function is a one-way function (analogous to
meat grinder).

= A cryptographic hash function typically hashes
objects of any size to a fixed length hash (e.g. 128
bits)

= A cryptographic has function has to satisfy the
following properties:

» It is computationally infeasible to find the original object
based on the hash result

» It is computationally infeasible to find two documents that
produce the same hash result




Digital Signature and its
verification
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Verification of digital signature

The trust establishment

problem

I
= In order to verify a signature of Alice we must

trust that we know that we have A es u































