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1 Objective and scope of the plan

The objedive of thisdocument isto ouline the information seaurity plan for the Coll ege of
Information Techndogy. Information seaurity refers to the wnfidentiality, integrity, and
avail ability of information and information systems.

This plan will be focused onthe information seaurity needs for adiviti es within the Coll ege of
Information Techndogy (COIT). Our plan is consistent with the overall university plan for
information seaurity and this information seaurity plan has been developed in consultation with
the university’ s chief information seaurity officer. The scope of this plan spedficdly focuses on
the foll owing arees:

*  Student acalemic information kept at COIT

*  Student employment information kept at COIT

*  Online COIT information

* Faaulty and staff personrel information kept at COIT

e COIT financial information, including financial information ongrants and contrads of

COIT faaulty and staff
» Distance elucdion programs
e Computing and communication infrastructure that suppat the computing needs of COIT.

Animportant note isthat at the present time faaulty and student use one of the two pcssble amail
systems: one suppated by the university computing services, or ancther email system suppated
by the wllege of engineeing. Therefore, this plan does not addressthe seaurity of email servers.

This plan dces not addressthe risks associated with the theft of computing and communicaion
equipment.

2 Review, update, and implementation of the plan

The Dean of the COIT is ultimately resporsible for information seaurity in COIT. The person
whoisresporsibleto coordinate the planning, design, andimplementation d information seaurity
within COIT isthe diredor of the Laboratory for Information Integration, Seaurity, and Privacy
(LIISP), here dter referred to asthe LIISPdiredor. This plan neadsto bereviewed at least once
every acalemic yea and updited when necessary. Working closely with the faaulty of COIT and
the LIISPdiredor, the Dean of COIT isresporsible for making sure that resources are avail able
to pradicdly implement information seaurity within COIT acording to the plans.

The computing staff of COIT is charged with the resporsibility of implementing this plan for
thase cmputing and communicaion resources that are maintained by COIT. This plan serves as
aguideline to thase computing and communication resources, maintained by research labs within
COIT.



For ead major system operated and maintained by COIT, an information seaurity plan that
governs the management controls, operational controls, and technicd controls of such a system
may be warranted. The LIISPdiredor will make recommendations of the spedfic systems for
which such aplanis neaded. Information seaurity plans for spedfic systems need to addressthe
iswes outlined in this plan.

3 Management controls

In this dion, we describe the management control measures that are intended to med the
seaurity requirements of COIT. Management controls focus on the management of the computer
seaurity system and the management of risk for a system. Tedchnicd and operational controls (to
be discussd in sedions 4 and 5 suppat management controls. To be effedive, these controls al
must interrel ate.

3.1 Risk assessment and management

The foll owing risks have been identified and will guide the development of the information
seaurity plan:

* Unauthorized accessto student acalemic information kept at COIT

* Unauthorized accessto student employment information kept at COIT

* Unauthorized deletion/modificaiorn/addition o online COIT information

* Unauthorized accessto faaulty and staff personrel information kept at COIT

* Unauthorized accessto COIT financial information, including financial information o
grants and contrads of COIT faaulty and staff

* Denia of service dtads against computing and communication infrastructure that
suppat the computing neals of COIT

e COIT resources used by malicious users to launch denial of service dtads.

Asthe adivities of COIT evolves, information seaurity risks also will change. The L1ISPdiredor
isresporsible for coordinating reviews of the information seaurity risks as part of the plan review
and upaite processdescribed in sedion 2.

3.2 Rules of Behavior

The use of computing and communicationresources at COIT by faaulty, staff, and students are
governed by the gpropriate pdlicy as prescribed by the University of North Carolina & Charlotte.

3.3 Planning for security in life cycle

3.3.1 Initiation phase

When panning for the aquisition/development of any information system, information seaurity
risks must be assessed against the risks identified in this plan. For equipment to be purchased by
COIT, such an aseesament along with pasgble miti gation medhanisms, may be mandated by the
equipment committee & part of the propasal to puchase, uponrecommendation from the LIISP
diredor.



3.3.2 Development/acquisition phase

During the devel opment/aaquisition phase, mecdhanisms to miti gate identified seaurity risks must
be fully considered. Among the questions that shoud be addressed are the foll owing:
* During the system design, were seaurity requirements identified?
*  Werethe gpropriate seaurity controls with associated evaluation and test procedures
developed before the procurement adion?
» Didthe solicitation dauments (e.g. Request for Propasals) include seaurity requirements
and evaluation /test procedures?
» Did the requirement permit updating seaurity requirements as new threas/vulnerabiliti es
areidentified and as new techndogies are implemented?
* If thisisapurchased commercia application a the gplication contains commercial, off-
the-shelf comporents, were seaurity requirements identified andincluded in the
aqquisition spedfications?

3.3.3 Implementation

During the implementation plese, the system’s aurity feaures sioud be cnfigured and
enabled, the system shoud be tested andinstalled o fielded. A design review shoud be
condwted. Among the questions that shoud be aldressed are the foll owing:
*  Weredesign reviews and system tests run grior to pladng the systemin production? Has
the system been certified?
* Have seaurity controls been added since development?
* Hasthe gplicaion undrgone atechnicd evaluationto ensure that it meets applicable
laws, regulations, pdicies, standards, and guidelines?

3.3.4 Operations/Maintenance phase

During the operatiorn/maintenance phase, the system is almost always being continuosly
modified by the adition d hardware and software and by humerous other events. If the systemis
undergoing modifications, determine which phase of the life g/cle the system modificationsarein
and describe the seaurity adivities condicted o planned for in that part of the system.

Eadh major information system, as determined by the LIl SPdiredor, operated and maintained by
COIT shoud have aninformation seaurity plan. The foll owing high-level items soud be
described:

Security Operations and Administration Operation d a system may involve many seaurity
adivities. Performing badkups, hdding training classes, managing cryptographic keys, keeping
up with user administration and accessprivil eges, and upditing seaurity software ae some
examples.

Operational Assurance Operational asaurance examines whether a system is operated acwrding
toits current seaurity requirements. This includes both the adions of people who operate or use
the system and the functioning of technicd controls. The LIl SPdiredor will coordinate the
operational assurance process

Audits and Monitoring The seaurity plan must spedfy appropriate audit and monitoring
measures.



3.3.5 Disposal phase

When computing resources are disposed. The operator of this resource must certify, in writing,
that any sengitive information (e.g. those identified by this plan) has been destroyed.

3.3.6 Authorization processing

Below are the minimum-seaurity controls that must bein placeprior to authorizing a system for
use. Thelevels of controls sroud be mnsistent with the level of sensitivity the system contains.
These controlsinclude

* Tednicd andor seaurity evaluations complete

* Risk asesanent conducted

* Rulesof behavior establi shed and communicated to the users

» Cortingency plan developed and tested

e Seaurity plan developed, updited, and reviewed

* System medsall applicable laws, regulations, pdicies, standards, guidelines

* In-place ad danned seaurity safeguards appea to be adequate and appropriate for the

systems
* In-placesafeguards are operating as intended.

4 Operational controls

The operational controls address gcurity methods that focus on mechanisms that primarily are
implemented and exeauted by people (as oppcsed to systems). These mntrolsare put in paceto
improve the seaurity of a particular system (or agroup d systems). They often require technica
or spedali zed expertise — and dten rely uponmanagement controls as well astecnicd controls.

4.1 Personnel security

In acmordanceto unversity palicies, the COIT shoud make sure that user acours and access
authoriti es are granted appropriately. Among the questions that shoud be aldressed by spedfic
information systems are the foll owing:

* Isuser accessrestricted to the minimum necessary to perform the job?

* Isthere aprocessfor requesting, establishing, isaing, and closing user acourts?
*  What mechanisms are in placefor holding users resporsible for their adions?

*  What arethefriendy and urfriendy termination rocedures?

4.2 Information back up and recovery

College of Engineeing, with the mllaboration d COIT, will provide bad up services of the

main file system (currently the Mosaic fil e system). It is also resporsible for the recovery of data
when necessry. It isthe long term objedive of COIT that the main file system and its bad up
system will residein dfferent physicd buil dings to minimize the risk of lossdata due to ptysicd
environment damages.



All COIT users are encouraged to use the main fil e system for storage and/or badc up o
information. A complete seaurity plan for the main fil e system will be completed in the nea
future wordinated by the diredor of LIISP.

4.3 System software update controls

Fail ure to timely update system software (e.g. operating systems, web servers) is one of the most
common reasons for seaurity breades. The LIISPdiredor shall make recommendations to the
COIT IT staff to maintain alist of the aiticd software infrastructure comporents, their versions
and the latest updates applied. Working in conjunction with the Computing Service, projed
Mosaic, and the Laboratory of Information Integration, Seaurity, and Privacy, there shoud be a
regular review of thislist and apply the necessary upgrades and/or reconfigurations based onthe
latest information avail able (e.g. the data base of software vulnerabiliti es maintained by the
National Institute of Standards and Techndogy).

4.4 Physical and environmental protection

Access control

Servers (including fil e servers and their storage devices, web servers, and appli cation servers)

will be housed in designated room with restricted access The LIISPdiredor will make sure that
aprocessfor making spedfic accescontrol dedsionsisin pace The dean’s officewill help
maintaining alist of those with key accessto server rooms. Reviews of the acceslist and access
control pdlicies sall be performed at least once ayea.

Fire and building safety factors
COIT will adopx the university’sfire and bul ding safety codes for housing computer and
communication equipments.

4.5 Contingency planning

In close mllaborationwith the university’s computing services, COIT will develop,in the nea
future a ontingency plan that will permit COIT to corntinue essential functionsif information
techndogy suppat isinterrupted. Such a plan shoud describe procedures that would be foll owed
to ensure basic IT servicesif the suppating IT systems were unavail able.
* Aretested contingency plansin placeto permit continuity of misson-criticd functions
(e.g. recvery of esentia data) in the event of a cdastrophic event?
* Aretested disaster recvery plansin pacefor al suppating IT systems and retworks?
» Are dl employeestrained in their roles and resporsibiliti es relative to the energency,
disaster, and contingency plans?

The mntingency plan must include descriptions of the foll owing controls:
* Any agreement for badkup processing?
* Documented badkup procedures including frequency (daily, weekly, monthly) and scope
(full badkup, incremental badkup, and dff erential badkup)
* Locdion d stored badkups
*  Generations of badkups kept
* Coverage of badk up procedures (e.g. what is being badcked up).



4.6 Data integrity / validation controls

Data integrity controls are used to proted data from acddental or malicious alternation a
destructionandto provide asauranceto the user that the information meds expedations about its
quality and that it has not been altered.

The university computing serviceis resporsible for the first line of defense again email viruses.
All faaulty and students are encouraged to install and updite virus detedion software.

4.7 Security Awareness and training

Seaurity awarenessprograms are the most eff edive mecdhanismto proted COIT’s ensitive
information as much o the information will be under the control of faaulty, staff, and students.
The Laboratory for Information Integration, Seaurity, and Privacy (LIISP) will be primarily
resporsible for coordinating information seaurity awarenessprograms for COIT. Currently, the
foll owing types of programs are avail able

Self-protection resour ces

LIISPwill maintain alive links to information resources abou pradicd techniquesto pradice
self-defense ayainst common attadks in a canpus tting. Thisinformation shall be made
avail able through hitp://www.sis.uncc.eduw/LIll SP.

Security awar eness lectures and demos

Thisledure serious will be presented at least twice every semester. Eadh ledure will highlight at
least one major technique that can be used to proted information resources from unauthorized
accessor attadks. All ledure materials will be made avail able through the LIl SPsite.

UNC Charlotte Symposium on Information Security and Privacy

This bi-annual sympasium will feaure invited spegkers and LIISPpersonrel to spat light
reseach developmentsin information seaurity and privacy. LII SPwill aso solicit adive
participation d this event by the loca information seaurity professonal community. All
symposium meaterial will be made avail able through the L1 SPsite.

5 Technical controls

Tedhnicd controls focus on seaurity controls that the cmmputer system exeautes. The @ntrols can
provide automated protedion from unauthorized accessor misuse, fadlit ate detedion d seaurity
violations, and suppat seaurity requirements for appli cations and data. The implementation o
technicd controls, hawever, always requires sgnificant operational considerations and shoud be
consistent with the management of seaurity within COIT.

5.1 Identification

Identificationis the means by which a user provides a daimed identity to the system. COIT will
use user ID to identify individuals.

Uniqueidentification



Each faaulty, staff, and student in COIT will have aunique user id, correspondng to the mosaic
Kerboroslogin. COIT shoud work with al other related campus organizations to work towards a
system where eatt UNC Charlotte user will have aunique user id.

Maintenance of User ID

The assgnment of user ID is being tied to the personnel processes within the university.
Spedficdly, only adive anployees sioud be assgned auser id. Only registered students will be
asdgned user id for the semester they have registered. Under the foll owing situations a COIT
faaulty member can sporsor an individual to have aCOIT user id:
*  Studentsworking on COIT computers for their program-related work, in that case, the
user id shall be restricted to the particular summer sesson
* Visitors gorsored by afaalty member, the user id must be granted orly for the
duration d visit
e COIT aumnus may be assgned a user id for upto ore yea after his/her graduation.

Inactive user ids

User ids that are inadive onthe system for longer than ayea shall be removed.

5.2 Authentication

Authenticationis the means of establi shing the validity of a user’s claimed identity to the system.
Currently COIT uses passvord authentication. Kerborosis being used as the authentication
mechanism for AFSaswell as most NT systems. COIT shoud work closely with ather units on
campusto work toward a campus wide single-sign-on authentication system for al academic
computing resources.

As part of the user awarenessprogram discussed ealier, al COIT users soud be educaed with
the proper choice and maintenance of passwvords. COIT staff shoud doeverything possbleto
prevent passhle aitomatic passvord crading attadks.

With the help of LIISP, COIT shoud work with the gpropriate units on campus to review the
palicy and medhanisms used to asdgn initial passvords and make recommendations to the
campus wide @mmmunity.

5.3 Logical access control

Logicd accesscontrolsinclude authorization and accesscontrols. The primary accesscontrol
medchanism used by COIT isbased on operating systems and file servers. The resporsibility to
enforce accescontrol relies mainly onthase who administer the systems. Well defined access
cortrol padlicies and mechanism will be documented for those systems that are aiministered by
COIT IT staff. Through the seaurity awareness ries, COIT will help all administratorsto be
more dfedivein protedion COIT information resources from meali cious attadks.



5.4 Public access control

COIT web server’s provide the main pubic accaspaoint for COIT information. Maintaining the
integrity of information served by COIT web serversis one of the most important information
seaurity objedives of COIT. The web server will be under the dired control of COIT IT staff .

COIT provides anonymous ftp servicefor pulicly avail able information.
COIT also suppats accessby remote (including mobil €) systemsto gain accessto its computing

resources through the foll owing protocols: telnet, ftp, smtp, imap, htp, htps, and gopher.
Passvord authenticaionis the primary medhanism to enforce accescontrol.

5.5 Audit trails

Working with COIT IT staff, the LIl SPdiredor will determine the type of audit trail s that need to
be maintained for different COIT systems and the gopropriate monitoring mecdhanisms.



